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Before we start...

 Packet-Foo Network Analysis blog:
https://blog.packet-foo.com

« TraceWrangler Website:
https://www.tracewrangler.com

« My Wireshark color profile:
https://goo.gl/hsoIKp
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1. Negative Delta Times
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Source
£1.289.172.89
37.281.152,244
21.289.179.569
37.281.152.244
37.281.152.244
81.289.179.69
37.201.152.244
37.201.152.244
81.289.179.69
37.201.152.244
37.201.152.244
81.289.179.89

Destination
37.281.152.244
21.289.179.62
37.281.152.244
81.289.179.69
81.289.179.69
37.281.152.244
81.289.179.69
21.289.179.69
37.201.152.244
21.289.179.69
21.289.179.69
37.281.152.244

Protocol
TCR
TCP
HTTP
TCP
HTTP
HTTP
HTTP
TCP
TCP
TCP
TCP
TCP

1 - Wireshark Demo

Infao

28+15668 [SYN, ACK] Seg=8 Ack=1 Win=2192 Len=8 M55=14828 W5=258 SACK_PERM=1
15668+28 [SYN] Seq=8 Win=8132 Len=2 MS55=1468 WS=4 SACK_PERM=1

[TCP ACKed unseen segment] HTTP/1.1 288 oK (text/himl)

15668488 [ACK] Seg=1 Ack=1 Win=6578@ Len=2

GET [ HTTP/1.1

[TCP ACKed unseen segment] HTTP/1.1 482 Mot Found
GET /favicon.lco HTTR/1.1

15668+88 [ACK] Seq=758 Ack=783 Win=54995 Len=2
28+15668 [FIN, ACK] Seq=783 Ack=758 Win=138316 Len=@
15668+88 [ACK] Seq=758 Ack=784 Win=54995 Len=2
15668+88 [FIN, ACK] Seq=758 Ack=784 Win=g49%9¢ Len=g
28+15668 [ACK] Seqg=784 Ack=751 Win=13881¢ Len=8

(text/html)

BE
BE
247
=]
453
£63
484
=)
=)
=)
=)
=]

Length  TCP Flags

-
P
.
e T
A

e

seveasafiensF
siressafianes

Delta Time
2.802002
-8.887976
2.856228
-8.84791c
8.837275
@.178785
-@.887388
2.289028
5.38716E
2.888383
8. 888081
2.811888

Relative Time
2.888888
-8.887376
@.848252
2.888336
2.837611
2.21631¢6
@.288336
2.417336
5.724584
5.724887
5.724888
5.735816

Absolute Time

2813-85-22
2813-85-22
2813-85-22
2813-85-22
2813-85-22
2813-85-22
2813-85-22
2813-85-22
2813-85-22
2813-85-22
2813-85-22
2813-85-22
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8@:25:37.4572832
88:25:37.449227
@@8:26:37.585455
@8@:25:37.45753%
B8@:25:37.494814
2@:25:37.673519
88:25:37.665539
288:25:37.874539
88:25:43.1817e7
28:25:43.182818
88:25:43.182011
8@:25:43.193819




A

2. Frame size & checksum
problems
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2 - Wireshark Demo

Mo. IF Source Destination Protocol  Info Length  TCP Flags
— 1 (-] 192.168.124.188 192.168.124.2 TCP 53244982 [SYN] Seq=8 Win=8192 [TCP CHECKSUM INCORRECT] Len=8 MSS=1458 WS=4 SA_ =13
2 -] 152.168.124.2 192.168.124.188 TCP 982+53244 [SYN, ACK] Seq=8 Ack=1 Win=£5535 Len=8 M55=1468 WS=512 SACK_PERM=1 23
3 a 192.168.124.188 192.168.124.2 TCP 53244982 [ACK] Seg=1 Ack=1 Win=65788 [TCP CHECKSUM INCORRECT] Len=2 54
4 -] 192.168.124.2 192.168.124.188 TCP ‘982453244 [PSH, ACK] Seg=1 Ack=1 Win=6553& Len=132 186
=1 a8 192.168.124.188 192.168.124.2 TCP 532449082 [PSH, ACK] Seq=1 Ack=133 Win=65568 [TCP CHECKSUM IMCORRECT] Len=55 183
B 2 192.168.124.2 192.168.124.188 TCP 982453244 [PSH, ACK] 520=133 Ack=5¢& Win=£553& Len=1883 1137 sesenssfAPaas
7 a8 192.168.124.188 192.168.124.2 TCP 53244382 [PSH, ACK] S5eq=56 Ack=1216 Win=64484 [TCF CHECKSUM INCORRECT] Len=326 3B seeaea s AP
g a 192.168.124.2 192.168.124.188 TCP ‘982+53244 [PSH, ACK] Seq=1216 Ack=3B2 Win=65536 Len=5%
k] 2 192.168.124.188 192.168.124,2 TCP 53244382 [PSH, ACK] S5eq=3B2 Ack=1275 Win=64424 [TCP CHECKSUM INCORRECT] Len=1_
e e 192.168.124.2 192.168.124.188 TCP ‘982+53244 [ACK] 5eg=1275 Ack=483 Win=65536 Len=8
11 -] 192.168.124.188 192.168.124.2 TCP 53244982 [PSH, ACK] Seq=483 Ack=1275 Win=64424 [TCP CHECKSUM INCORRECT] Len=53
12 -] 152.168.124.2 192.168.124.188 TCP ‘982+53244 [PSH, ACK] Seq=1275 Ack=53& Win=£553& Len=53
13 a 192.168.124.188 192.168.124.2 TCP 5324445982 [PSH, ACK] S520=536 Ack=1344 Win=£4356 [TCP CHECKSUM INCORRECT] Len=2_
14 -] 192.168.124.2 192.168.124.188 TCP ‘992453244 [ACK] Seg=1344 Ack=288 Win=6553& Len=2
15 a8 192.168.124.188 192.168.124.2 TCP 532449082 [PSH, ACK] Seq=8282 Ack=1344 Win=64356 [TCP CHECKSUM INCORRECT] Len=9_
16 2 192.168.124.2 192.168.124.188 TCP 982+53244 [ACK] Seg=1344 Ack=173& Win=£4512 Len=2 BB srssmnaflanas
17 2 192.168.124.2 192.168.124.188 TCP ‘982453244 [PSH, ACK] 520=1344 Ack=1736 Win=65536 Len=264 F1IB seswea s AP
18 2 192.168.124.188 192.168.124,2 TCP 53244382 [PSH, ACK] S5eq=1736 Ack=1688 Win=65788 [TCP CHECKSUM IMCORRECT] Len=_ -
13 2 192.168.124.188 192.168.124,2 TCP 53244382 [PSH, ACK] Seq=28@8 Ack=1688 Win=65788 [TCP CHECKSUM IMCORRECT] Len=_
e 2 192.168.124.2 192.168.124.188 TCP ‘982+53244 [ACK] 5eg=1688 Ack=4928 Win=62484 Len=8
21 -] 192.168.124.188 192.168.124.2 TCP 53244382 [ACK] Seq=6328 Ack=1682 Win=6578@ [TCP CHECKSUM INCORRECT] Len=5848
22 -] 152.168.124.2 192.168.124.188 TCP 9892+53244 [ACK] Seq=1888 Ack=18768 Win=58332 Len=2
23 a 192.168.124.188 192.168.124.2 TCP 53244982 [ACK] S£0=12228 Ack=1688 Win=65788 [TCP CHECKSUM INCORRECT] Len=11688
24 -] 192.168.124.2 192.168.124.188 TCP ‘992453244 [ACK] Seg=1683 Ack=15148 Len=@
5 a8 192.168.124.188 192.168.124.2 TCP 53244902 [ACK] SeQ=23980 Ack=1688 Win=65788 [TCP CHECKSUM IMCORRECT] Len=87&68
26 2 192.168.124.2 192.168.124.188 TCP 982+53244 [ACK] Seg=1688 AcCk=28938 Win=48592 Len=2 .
27 2 192.168.124.2 192.168.124.188 TCP 982453244 [ACK] 520=1688 AcCk=2398@ Win=43528 Len=@ .
28 2 192.168.124.188 192.168.124,2 TCP 53244382 [ACK] 5£0=32668 Ack=1688 Win=65788 [TCF CHECKSUM INCORRECT] Len=17528
23 a 192.168.124.2 192.168.124.188 TCP ‘982+53244 [ACK] Se0=1688 ACk=26828 Win=4844F Len=@
e 2 192.168.124.2 192.168.124.188 TCP 982+53244 [ACK] 5£0=1688 Ack=3266@ Win=34816 Len=@
31 -] 192.168.124.188 192.168.124.2 TCP 53244382 [ACK] Seq=58138 Ack=1688 Win=65788 [TCP CHECKSUM INCORRECT] Len=1&268
32 -] 152.168.124.2 192.168.124.188 TCP 9892+53244 [ACK] Seq=1888 Ack=37848 Win=32828Z Len=2 3]
33 -] 192.168.124.2 192.168.124.188 TCP ‘992453244 [ACK] Seq=1688 Ack=42338 Win=2457& Len=2 2]
34 -] 192.168.124.2 192.168.124.188 TCP ‘992453244 [ACK] Seq=1688 Ack=48728 Win=13944 Len=2 2]
35 -] 192.168.124.2 192.168.124.188 TCP ‘9892453244 [ACK] Seg=1688 Ack=54568 Win=12Z82 Len=2 2]
ELY 2 192.168.124.2 192.168.124.188 TCP 982+53244 [ACK] Seg=1688 Ack=£2488 Win=718E Len=2 BB srssmnaflanas
37 -] 1%2.168.124.2 192.168.122.188 TCP ‘982+53244 [ACK] Seq=1688 Ack=66242 Win=1824 Len=e BB srrsmnafanas
38 a8 1%2.168.124.2 192.168.124.188 TCP [TCP Window Update] 982+53244 [ACK] Se0=1688 Ack=66248 Win=65536 Len=8 BB =reenns A
E 2 192.168.124.188 192.168.124,2 TCP 53244382 [ACK] 5£0=66248 Ack=1688 Win=65788 [TCF CHECKSUM INCORRECT] Len=64248 64294 --can-n YRR
a g 2 - g (=% - P a8 - ALK - A8 ACK= 48 W1n-_59349 £n=f IR TRy TR
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A

3. Retransmissions &
Duplicate ACKs
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3 — Wireshark Demo

Ma. IF Source Destination Protocol  Info Length TCP Flags Delta Time

1 a8 182.168.1.1 12.8.8.1 SMB Read And¥ Request, FID: @x482b, 16324 bytes at offset 66441216 121 =evenns AP=-- a.aa8888
2 @ 192.168.1.1 12.8.8.1 TCP [TCP Retransmission] 1145+24G [PSH, ACK] Seq=1 Ack=1 Win=64512 Len=63 121 =eveeeefAPees 2.882a13
3 2 18.8.8.1 192.168.1.1 MBSS Session message[Packet size limited during capture] 1518 «vernesfenas  2.8228221
4 g 12.2.8.1 192.168.1.1 TCP [TCP Retransmission] 24551145 [ACK] Seq=1 Ack=64 Win=6£4177 Len=12&8 1518 swrevscfienns  2,2882813
5 8  1g.2.8.1 192.168.1.1 TCP [Centinuaticon to #3] 24551145 [ACK] Seg=1461 Ack=64 Win=64177 Len=14682 1518 =wsssasfeass  2,2828813
£ @8 1lg.8.8.1 192.168.1.1 TCP [Continuaticon to #3] 245+1145 [ACK] Seq=2921 Ack=64 Win=64177 Len=1468 1518 swsnsnsfeass  @,2828814
78 12.8.8.1 192.168.1.1 TCP [Continuation to &3] [TCP Cut-Of-Order] £45+1145 [ACK] Seq=1461 Ack=62 Win- 1518 swrvcnsfenes  2,888812
g 2 la.8.8.1 192.168.1.1 TCP [Continuation to #3] 44541145 [ACK] Seq=4381 Ack=64 Win=64177 Len=1458 1518 sevvssafanns a.8a8813
E @ 1g.8.8.1 192.168.1.1 TCP [Continuation to #3] [TCP Out-Of-Order] £45+1145 [ACK] Seq=2921 Ack=64 Win: 1518 secevenfanns @.8a88a13
1@ 2 lg.8.8.1 192.168.1.1 TCP [Continuation to #3] 445+1145 [ACK] Seq=5841 Ack=E64 Win=64177 Len=1458 1518 sevvssafanns a.8a88812
11 @ 12.8.8.1 192.168.1.1 TCP [Continuation to #2] [TCP Oout-Of-Order] £45+1145 [ACK] Seq=2381 Ack=64 Win- 1518 =evvves Aeeee @.888a12
12 @ 12.8.8.1 192.168.1.1 TCP [Continuation to #3] [TCP Retransmission] £45+1145 [ACK] Seq=5841 Ack=64 Wi 1518 =evvves Aeeee a.aa8a1s
13 2 lg.8.8.1 192.168.1.1 TCP [Continuation to #3] 445+1145 [ACK] Seq=7381 Ack=64 Win=64177 Len=1468 1518 =evenns Aeene a.ag8812
14 2 12.2.8.1 192.168.1.1 TCP [Continuation to #3] [TCP Retransmission] 445+1145 [ACK] Seq=7381 Ack=64 Wi 1518 =evvvn- Aeeee @.888812
15 a8 12.8.8.1 192.168.1.1 TCP [Continuation to #3] 44521145 [ACK] Seq=2761 Ack=64 Win=84177 Len=1468 1518 =eveen- Aeene 2.888813
16 2 12.2.8.1 192.168.1.1 TCP [Continuation to #23] [TCP Retransmission] 445+1145 [ACK] Seq=EB761 Ack=64 Wi 1518 =evvvn- Aeeee @.888812
17 a8 la.8.8.1 192.168.1.1 TCP [Continuation to #3] 4451145 [ACK] Seq=18221 Ack=£4 Win=64177 Len-=1488 1518 =evvssafanns a.aa8812
2 @ 12.2.8.1 192.168.1.1 TCP [Continuation to &3] [TCP Retransmission] 24521145 [ACK] Seg=18221 Ack=62 | 1518 swrevscfienns  2,2882813
19 @ 1g.8.8.1 192.168.1.1 TCP [Centinuaticon to #3] 24541145 [ACK] Seg=11681 Ack=£4 Win=64177 Len=1468 1518 swsusasfeass  2,2828148
2@ @

12.8.8.1 192.168.1.1 TCP [Continuation to #3] 44541145 [ACK] Seq=13141 Ack=64 Win=E4177 Len=14E8 1518 sevvssafanns a.aa8817
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4. Zero Window
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4 — Wireshark Demo

No. IF Source Destination Protocol  Info Length TCP Flags Delta Time  Relative Time
1 @ 192.163.8.18 10.8.8.1 TP 183349188 [SYN] Seg=@ Win=£5535 LEn=@ MS5=1468 SACK_PERM=1 B2 rrarerasasSe  2.082000 2.0208088
2 -] lg.8.8.1 192.1cE8.8.12 TCP 9188+1833 [SYN, ACK] Seq=2 Ack=1 Win=1468 Len=2 MS5=14E8 = A--5- a.eee122 2.ee8122
E -] 192.168.8.18 18.8.8.1 TCP 1833+9188 [ACK] Seq=1 Ack=1 Win=85535 Len=@ BB searananfaaas 8.888885 a.eae127
4 2 192.168.2.12 1@.2.2.1 TCP [TCP window Full] 1@833+9188 [ACK] Seg=1 Ack=1 Win=65535 Len=1468 1514 «onrens Awee. B.2R2978 2.821185
5 -] 1g.8.8.1 192.16E8.8.18 TCP gl8e+1833 [ACK] Seq=1 Ack=1451 Win=1468 Len=2 BB searananfaaas a.888327 2.881432
& @ 192.168.2.18 1@.2.28.1 TCP [TCP window Full] 1@33+9188 [ACK] Seq=1461 Ack=1 Win=65535 Len=1468 1514 2.e2a284 2.8281636
7 2 1g2.8.8.1 192,168.8.12 TCP [TCP ZeroWindow] 9188+1833 [ACK] Seq=1 Ack=2921 Win=8 Len=8 &8 @.196925 2.1928561
8 @ 192.168.2.18 10.2.28.1 TCP [TCcP ZerowindowProbe] 1833-+918@ [ACK] Seg=2921 Ack=1 Win=55535 Len=1 BB «rarens Awe+.  2.288995 2.487555
9 2 1g2.8.8.1 192,168.8.12 TCP [TCP ZeroWindowProbeack] [TCP ZeroWindow] 9188+1833 [ACK] Seq=1 Ack=2921 Wi - LIRS @.132847 2.619682
12 8 l18.8.8.1 192.16E8.8.18 TCP [TCF Window Update] 9188+1833 [ACK] Seq=1 Ack=2321 Win=14:88 Len=8 BB seermanfaaas 8.282639 2.922242
11 -] 192.168.8.18 1g.8.8.1 TCP 1233+9188 [ACK] Seq=2921 Ack=1 Win=E5535 Len=14&8 1514 «eevans IR @.88e132 2.922448
12 -] 192.168.8.18 18.8.8.1 TCP 1833+9188 [ACK] Seq=4381 Ack=1 Win=65535 Len=1468 1514 seevnanfanas @.888889 2.922445
13 2 12.e.2.1 192.168.8.18 TCP glee+1833 [ACK] Seq=1 Ack=5841 Win=16@68 Len=e = T Aee.. B.201859 2.923508
14 -] 192.168.8.18 18.8.8.1 TCP 1833+9188 [ACK] 5eq=5841 Ack=1 Win=65535 Len=1468 1514 seevnanfanas @.888283 2.923711
15 @ 192.1g8.2.18 18.2.8.1 TCP 1233+9188 [ACK] Seg=7301 ack=1 Win=65535 Len=1s25@ 1514 «envans Awe.. B.202227 2.923718
16 -]

192.168.8.12 1e.8.8.1 TCP 1233+9188 [ACK] Seq=8761 Ack=1 Win=E5535 Len=14&8 1514 «eevans A----  B,00088c 2.923724
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5. Retransmission cost
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5 — Wireshark Demo

MNao. IF Source Destination Protocol  Info Length TCP Flags Delta Time  Relative Time
1 e 192.168.1.44 93.184.228.28 TCP 59787+8@ [SYN] Seg=@ Win=65535 Len=8 MS5=1468 WS=2 TSval=751518334 TSecr=@ 78 - =5 e.ee0e88 e.egee08
2 @ 593.184.228.28 192.168.1.44 TCP 28+59787 [SYN, ACK] S20=0 Ack=1 Win=14888 Len=2 MSS=1452 SACK_PERM=1 WS=£4 BB -- =5 2.858812 @.858812
3 @ 192.168.1.44 93.184.228.28 TCP 59707+8@ [ACK] Seq=1 Ack=1 Win=66792 Len=@ 54 2.282157 2.858169
4 @ 192.168.1.44 93.184.228.28 HTTP GET /samplel2sk.himl?r=2.77897258111462 HTTR/1.1 418 8.881215 8.853384
5 @ 93.184.220.20 192.168.1.44 TCP 88+597@7 [ACK] Seq=1 Ack=357 Win=1563@ Len=e 2] 2.859881 @.118385
& @ 93.184.228.28 192.168.1.48 HTTP HTTF/1.1 288 oK (text/html} 1586 8.282839 @.121284
7 @ 93.184.220.20 192.168.1.44 HTTP continuation 1506 2.801117 e.122481
8 -] 1%2.168.1.44 93.184.228.28 TCP 59787+88 [ACK] Seq=357 Ack=2985 Win=65348 Len=8 54 .- 2.888181 @.122582
9 a 93.184.2208.28 192.168.1.44 HTTP [TCP Previous segment not captured] Continuation 1586 8.804386 8.127388
12 @ 192.168.1.44 93.184,228.28 TCP [TCP window Update] 597@7+88 [ACK] Seq=357 Ack=2985 Win=66792 Len=@ SLE=43! 66 -+ 2.@e2058 2.127366
11 -] 93.184.228.28 192.168.1.44 HTTP Continuatieon 1586 =xrene- LR 2.281669 @.129835
12 @ 192.168.1.44 93.184.228.28 TCP [TCP Dup ACK B#1] 5578738 [ACK] Seq=357 Ack=2985 Wi Len=@ SLE=2357 @.eage42 @.129877
13 @ 93.184.228.28 192.18E8.1.44 HTTP Ccontinuation 8.28248% 8.131486
14 @ 192 .44 93.188, 8 TCP [TCP Dup ACK B#2] 5378788 [ 7 Ack=2385 | SLE=4357 a.ea2847 8.131533
15 -] 93.184.228.28 192.168.1.44 HTTP Continuation 2.881558 @.133883
18 8 132.168.1.44  93.184.228.2 TCP [TCP Dup ACK 2#3] 59787-82 [ ] S20=357 Ack=2985 Win=56792 Len=8 SLE=4357 2.228048 @.133123
17 2 93.184,220.28 192.168.1.44 HTTP Continuation 2.281112 2.134233
18 8 192.168.1.44  93.184.228.2 TCP [TCP Dup ACK Z#2] 597@7+82 [ S80=357 Ack=2985 Win=56792 Len=28 SLE=4357 2.28a8843 8.134276
19 @ 93.184.220.20 192.168.1.44 HTTP continuation 2.802494 2.13677@
28 8 192.168.1.44 93.184.228.2 TCP [TCP Dup K B#G] 59787-22 [ 5eq=357 Ack=2925 Wi SLE=4357 2.22a8848 2.136818
21 @  93.184.220.20 192.168.1.44 HTTP continuation 1506 c-e B.081617 2.138427
22 8 192.168.1.44 93.184.228.2 TCP [TCP Dup ACK B#6] 59787+8@ [ ] 520=357 Ack=2985 b SLE=4357 66 @.888823 8.138278
23 @  93.184.220.20 192.168.1.44 HTTP continuation 1586 - - ~-+ B.898578 2.179848
24 e 132.168.1.44 93.184.228.28 TCP [TCP Dup ACK B#7] 59787+88 [ ] 520=357 Ack=2985 Win SLE=4357 @.288868 8.179116
25 @ 93.184.228.28 192.188.1.44 HTTP Continuaticon 1586 @.881521 @.188837
26 2 192.168.1.44 93.184.228.28 TCP [TCP Dup ACK E#8] 59787-82 [ ] 520=357 Ack=2985 Wi SLE=4357 =1 2.288835% g.138572
27 @ 593.184.228.28 192.16E8.1.44 HTTP Continuation 1586 - - 2.288731 8.181463
28 @ 192.168.1.44 93.184.228.28 TCP [TCP Dup ACK 2#3] 55787+ S2q=357 Ack=23@5 | Len=@ SLE=2357 @.088834 @.181497
29 @ 93.184.228.28 192.18E8.1.44 HTTP Ccontinuation 1586 - @.282782 8.18419%
EL .44 93.184.228.28 TCP [TCP Dup ACK B#18] 59787+88 [ACK] Seg=357 Ack=23@5 Win= Len=@ SLE=435: @.ea8832 2.182231
31 @ 93.184.228.28 192.168.1.48 HTTP Ccontinuation 1586 - 8.881528 @.18575%9
32 @ 192.168.1.44 93.184.228.28 TCP [TCP Dup ACK B#11] 59787288 [ACK] S2g=357 Ack=2385 Wi Len=@ SLE=435: 2.202230 @.185733
33 a 93.184,228.28 192.168.1.44 HTTIP [TCP Fast Retransmission] Continuation 1586 - - 2.882328 2.188117
34 @ 2.282839 @.188156

192.168.1.44 93.184.228.208 TCP 59787+88 [ACK] Se0=357 Ack=21781 Win=47916 Len=2 54 ..
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