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Phillip “Sherlock” Shade (Phill)
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• Certified instructor and internationally recognized network 
security and forensics expert with more than 30 years of 
experience

• Retired US Navy and the founder of Merlion’s Keep 
Consulting, a professional services company specializing in 
network and forensics analysis 

• A member of the Global Cyber Response Team (GCRT), FBI 
InfraGard, Computer Security Institute, and the IEEE and 
volunteer at Cyber Warfare Forum Initiative

• Holds numerous certifications, including Certified Network 
Expert (CNX)-Ethernet, CCNA, Certified Wireless Network 
Administrator (CWNA), and WildPackets Certified Network 
Forensics Analysis Expert (WNAX)

• Certified Wireshark University, Sniffer University and Planet 3 
Wireless instructor
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Today’s Agenda

1. Welcome to my World….. I’m not a good guy…..

2.  Key Forensics Questions to Ask? and those Things You Have to 
Know - Overview and Terminology

3. What should I look For?

3. Exploiting the lower Layers – Cases Studies to Surprise and 
Impress (hopefully) you! 
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Case Studies

1. MK - Forensics Case Study #4 – Man-in-the-Middle
2. MK - WiFi - Attack - Denial of Silence (Extended) 
3. Attack - MAC Flood - Capture 2 (macof) Switch
4. MK - Advanced Analysis Lab 8c / e / 9d
5. MK - Sample - IPv4 - IPv6 - Tunneled Ping
6. MK - Advanced Analysis Lab 8f - IPX Exploit
7. MK - IP Service Scan
8. Covert Channels-ping-example5.
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Welcome to my World….
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Key Network Forensics Questions to Ask

1. What damage has been done? 

2. Who was the intruder and how did they penetrate the existing 
security precautions?

3. What did they do? - (Did the intruder leave anything such as a new user 
account, a Trojan horse or perhaps some new type of Worm or Bot software 
behind?)

4. Is there sufficient data to analyze and reproduce the attack and 
verify the fix will work?
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For This to Work - Normal or Abnormal?

Forensics Analysis Tip: Be familiar with the expected or Baseline behavior of protocols before 

trying to identify suspect behavior!
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The Key – Reference / Baseline Files

• How can you recognize suspicious behavior unless you understand the 
expected behavior of a protocol?

• This is where the use of known-good reference or baseline files becomes 
important!

• Reference files of standard network activities

• Samples of network device behavior

• Many devices, Scanning tools, Exploits, Hackers have specific signatures or patterns 
that can be used to identify a specific behavior
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So Where do I Get Samples to Start With?

• http://packetlife.net/captures/

• http://www.pcapr.net

• http://www.netresec.com/?page=PcapFiles

• https://wiki.wireshark.org/SampleCaptures

• http://ambitwire.com/useful-links/public-pcap-repositories/link/public-pcap-
repositories-ambitwires-ultimate-collection

• http://contagiodump.blogspot.nl/2013/04/collection-of-pcap-files-from-
malware.html

• https://www.evilfingers.com/repository/pcaps.php

• https://www.bro.org/community/traces.html

• http://www.secrepo.com/

Forensics Analysis Tip: For specific requests, email me! Phill.shade@gmail.com
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What Should I Look For?

Unusual communication pairs

Unusual protocols and ports

Suspicious inbound connections

Suspicious Outbound Connections

Suspicious DNS Queries / Replies

Excessive failed connections
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Let’s Have Some Fun…

Trust me… I’m 
here to help…
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#1 - First We Need Some Tools…

• Portable computer 

• Capture device such as AirPcap

• Wireless card

• Software

• Wireless Network analysis Tool

• Wireshark 

• Airsnort

• NetStumbler

• Kismet

• Air-Jack (and variants)

• Vendor-provided “discovery and configuration” tools

• Cisco Aironet Utilities
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#2 - Now We Need an Antenna…
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#3 - Now We Need a Target…
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Follow Along in the Pcap: 
MK - Forensics Case Study #4
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Layer 2 - Case Study: Man-in-the-Middle Attack

Setting the Stage…
1. A major network analysis vendor had been working on a key project for two 

years

2. One week prior to product launch, a competitor trademarked the primary 
and secondary names for the product

3. Company was forced to research, develop, and produce an entirely new 
marketing campaign, literature, and product documentation

4. A forensics investigation aided by the company’s data recorders revealed that 
the software company had been “Man-in-the-Middle” victimized 

5. Cost to company was in excess of $14 million (USD)
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Scene of the Crime…
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Forensic Reconstruction of the Crime…

Before Intrusion After 

Intrusion

No Encryption

No Encryption

Dual-Radio Access Point
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ARP Poison in Progress

The device IntelCor_ac:b1:5e is attempting to trick the Projector (CiscoInc_cd-fe-do) into 

thinking it is the client while making the client (IntelCor_ac:b1:3e) think it is the Projector.
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Results of the Investigation…

The results of the internal Forensic Investigation revealed several findings:

1. The original Wired Projector  in the executive conference room had been 

replaced with an unauthorized WiFi model (that did not support any type of 

NAC or encryption)

2. Encryption was switched off on the presenters laptop to enable connecting to 

the WiFi projector

3. Rogue Access point was located outside conference room in a tree!
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Follow Along in the Pcap: 
MK - WiFi - Attack - Denial of Silence (Extended)
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WiFi Layer 2 - Denial of Silence Attack
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Network Allocation Vector 

(NAV) – Duration ID in seconds 

Management Frame Type

WiFi Attack – Denial of Silence Details
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Follow Along in the Pcap: 
Attack - MAC Flood - Capture 2 (macof) Switch
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Layer 2 - MAC / CAM Table 
Overflow Attacks

macof
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Sample macof Pcap
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Follow Along in the Pcap: 
MK - Advanced Analysis Lab 8c / e / 9d
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Layer 3 - IPv4 Options

• Default length of the IP header is 20 bytes (Greater than 20 bytes indicates the 
presence of IP options)

• Many options have been present since the early days of IP and continue to be added.

• Most are rare and few protocols take advantage of them– one of the few protocols that does is 
IGMP

• Many of these options can be generated via the DOS ping command – Type ‘ping -?’ for a list 
of options

• Some of the options lend themselves to exploit potential
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IPv4 Options Details

Forensics Analysis Tip: IP options are very often used in exploits – although some 

exceptions include IGMP and other routing protocols



#sf17eu • Estoril, Portugal Merlion’s Keep – Packets Never Lie! 30

Layer 3 Exploit - Record Route - Ping (–r)

The Route Data field contains the list of routers 

from source to destination

Forensics Analysis Tip: Presence of IP Option: Record Route is a probable indication of a network 

under reconnaissance by an intruder with the goal of identifying routers to attack



#sf17eu • Estoril, Portugal Merlion’s Keep – Packets Never Lie! 31

Layer 3 Router Exploit – Loose / 
Strict Source Routing (-J)

Forensics Analysis Tip: This option allows a packet sender to override a router’s normal 
forwarding process and potentially sneak packets past firewalls
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Follow Along in the Pcap: 
MK - Sample - IPv4 - IPv6 - Tunneled Ping
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Layer 3 - Emerging IPv6 Trends

• Exhaustion of available IPv4 addresses in February 2011 forced 
many IP Address changes:
• Significant increase in the use of Network Address Translation (NAT) 

and related use of “Private” IPv4 addressing
• Most applications and devices have migrated to IPv6
• Most Operating Systems now enable IPv6 compatibility as a default 

(dual stack)
• Windows XP pro + / Linux Redhat 2.4+ / etc…

• Criminals / Hackers elements of the Internet have embraced IPv6 in 
a large part due to the perceived unfamiliarity of Law Enforcement 
community as well as the shortcomings of many of the current 
generation of LE tools
• New Attacks and Exploits are emerging to take advantage of this 
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Note: IPv6 packets must be encapsulated before traversing the IPv4 network

Layer 3 - Interfacing IPv4 with IPv6: Tunneling

Network 
C

Host 2 – IPv4

Host 1 -

IPv6
Host 4 - IPv6

Host 3 – IPv4

IPv4 IPv6

Network
B

Network 
A IPv6 IPv6
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Layer 3 Exploit – IPv6 Tunnel Attack

Forensics Analysis Tip: Since IPv6 tunnels over IPv4 are transparent, the best way to identify their use within a 

network is by setting a series of capture filters on a network analyzer located within the firewall or DMZ 
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Follow Along in the Pcap: 
MK - Advanced Analysis Lab 8f
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Layer 3 - Overview of IPX SAP

• Service Advertising Protocol (SAP) is included in the IPX protocol

• Used to make the process of adding and removing services dynamic in 
IPX enabled network

• As devices join or leave the network, they may advertise their services as 
joining or leaving the network using SAP

• IPX enabled devices use SAP to identify themselves by name and service 
type

• All entities that use SAP broadcast a name and Service Type that is unique 
throughout the network
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Layer 3 - IPX SAP Header - Details
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Layer 3 - IPX SAP in Operation
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Layer 3 - IPX SAP Exploits

• Compromise IPX SAP enabled devices (such as Printers and Servers) to 
inject malware from inside the network

• Spoof IPX / SAP enabled printers to steal network or printer traffic

• Man-in-the-Middle

• Use IPX SAP enabled devices as basis for a Escalation of Privileges attack
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Follow Along in the Challenge Pcap: 
MK - IP Service Scan
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Follow Along in the Challenge Pcap: 
Covert Channels-ping-example
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Questions and Answers / 
Discussion
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Phill Shade: phill.shade@gmail.com

LinkedIn: Phill “Sherlock” Shade

Merlion’s Keep Consulting: merlions.keep@gmail.com

International: info@cybersecurityinstitute.eu

Instructor Contact Information

mailto:phill.shade@gmail.com
mailto:merlions.keep@gmail.com
mailto:info@cybersecurityinstitute.eu
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