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(.\ Haystack size

A Everybody has a different ""haystack size"
Anew analysts may find 20 packets too hard to understand
Aexperienced analysts can deal with gigabytes of traffic if they have to

A Capture files

Adealing with a single file vs. dealing fitélsets
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Example Sets

A October 2015: ~300GB

ATroublewith latencyof CADlesigningn Citrixsessions

ANovember 2015: ~500GB

A'seeif youcanfind anythinghat wecanimprovefix"

A February 2016: ~600GB (sliced to 256 bytes)

AWebapplicatiortroublewith longproxychain

AMay 2016: ~4000GB

ACheckindor Indicatorsof Compromise
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Working witih the haystack
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Reducing the haystack size

AKnowledge is a basic building block:
Aprotocol behavior, especially IPvagi TCP/UDP
Aapplication behavior
Auser behavior
Atypical network & security devices, e.g firewalls, packet shapers etc.

A Experienceis key
Aspottheimportantstuff faster
Aknowwhatyoucansafelyignore& notwastetime on
AProblemexperiencés usuallygainedafter youneededt most
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Experience vs. Knowledge

http://www.packet-foo.com/traces/HaystackSYNACKFIN.pcapng

A Knowlédgee allows you to understand the
meaning of the TCIP packets

A Expeviencee tells you if this conversations is
worth mentioning in a analysis report
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