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Agenda 

1. Haystack? 

2. Methodology 

3. Tools 

4. Demos/Scenarios 
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Whatós your Haystack size? 
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ÅThis? 
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Haystack size 

ÅEverybody has a different " haystack size" 
Ånew analysts may find 20 packets too hard to understand 
Åexperienced analysts can deal with gigabytes of traffic if they have to 

ÅCapture files 
Ådealing with a single file vs. dealing with file sets 
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Example Sets 

ÅOctober 2015: ~300GB 
ÅTrouble with latency of CAD designing in Citrix sessions 

ÅNovember 2015: ~500GB  
Å"see if you can find anything that we can improve/fix"  

ÅFebruary 2016: ~600GB (sliced to 256 bytes) 
ÅWeb application trouble with long proxy chain 

ÅMay 2016: ~4000GB 
ÅChecking for Indicators of Compromise 



 SharkFest ô16 Europe Å Arnhem, Netherlands Å October 17-19, 2016 Å #sf16eu 

 
 

Working with the haystack 
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Reducing the haystack size 

ÅKnowledge is a basic building block: 
Åprotocol behavior, especially IPv4/6 and TCP/UDP 
Åapplication behavior 
Åuser behavior 
Åtypical network & security devices, e.g firewalls, packet shapers etc. 

ÅExperience is key 
Åspot the important stuff faster 
Åknow what you can safely ignore & not waste time on 
ÅProblem: experience is usually gained after you needed it  most 
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Experience vs. Knowledge 

ÅKnowledge  allows you to understand the 
meaning of the TCP packets 

ÅExperience  tells you if this conversations is 
worth mentioning in a analysis report 

http://www.packet-foo.com/traces/HaystackSYNACKFIN.pcapng 


