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(.‘ Session Objectives 3

A Learn why analyzing WiFi
layer 2 is a demanding task

A | earn that WiFi frames looks
very different from Ethernet

A |earn why WiFi frames have
one to four address fields

M Learn how critical processes
e.g. Joining, Roaming works

M Learn how to read Wireshark
files to isolate WiFi problems

Licensed by iStockphoto.com

Troubleshooting WiFi requires a full understanding of all 802.11
Management & Control frames and its associated processes!
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(.‘ WLAN 802.11 Management, Control and Data Frames

802.11Frame Types Overview
Management Frames:

A Association & Disassociation
A Reassociation Request & Response
A Action

Control Frames:

A Acknowledge / Block Acknowledge Request / Block Acknowledge
A Power Save Poll

Data Frames:

A Null Function
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(.‘ The IEEE 802.11 Frame Formats 5

M Four different frame formats are used

'm Acknowledge, Clear to Send

Data Frame, Beacon,

Probe Request, Probe Response,
m.‘ Authentication, Deauthentication

Association, Reassociation,

Disassociation

m-. Data Frame through repeater

Field names: FC = Frame Control, Dur. = Duration, RA = Receiver MAC Address,
TA = Transmitter MAC Address; DA = Destination MAC Address,
SA = Source MAC Address, Seq. = Sequence, PDU = Protocol Data Unit,
FC = Frame Check Sequence
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(.‘ WIFI Data Transmission 6

M WiFidata frames have three MAC address field

To Distribution System

Ethernet Frame

—>

DA SA Type

Ethernet Frame

AP RA TA SA Stal
)R ol VAC S IACKR] AR Set P AT
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(.‘ WiFi Data Transmission & Retransmission

M WiFidata frames are acknowledged or retransmitted

% Data Frame
Fc ow. MACSal Fos

Acknowledgement

Sta2

M All retransmitted frames are marked with the  Retry Bit

“_’ < o AR g s oo )
<% ow MACAP WACSI WACSEZ Seq POU

Data Frames

Fo D NAGSEA o5

Acknowledgement

Sta2
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(.‘ WiFi Data Transmission & Retransmission

M All retransmitted frames are marked with the  Retry Bit

M WLAN Retransmissions.pcapng - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
4Am @ PREB Qe=>2=Z2F LI EQAQQH
(W] wan. feretry ==1 | ] ~| Expression..  + Beacon only Eeamnexd.EadFCS »
Interface = Channel - - FCS Filter v | AirPcap Control Panel | | 802,11 Preferences |
Mo. Time Source Destination Signal T Speed Length Channel Protocol Info ~
4  B9.011 -58 1.0 39 1 862.11 Beacon frame[Malformed Packet]
7 0.017 IntelCor 7e:84:b® CiscoInc 25:10:e2 -4 6.0 62 6 862.11 QoS Null function (No data), SN=©, ..
8 ©0.017 IntelCor 7e:84:b® Ciscolnc 25:18:e2 -2 6.0 62 6 802.11 QoS Null function (No data), SH=@, ..
16 ®©.@30 Canon_@1:3e:63 Broadcast -64 1.6 121 1 8©2.11 Probe Request, SN=559, FN=8, Flags=.
15 0.038 9b:9e@:df:ec:86:db  3f:69:71:b8:be:b2 -68 5.5 655 1 862.11 Fragmented IEEE 802.11 frame
21 ©.864 89:19:47:28:63:C2 41:32:7a:b9:2a:48 -58 48.0 1539 1 802.11 Reassociation Request, SN=477, FN=1..
22 0.066 -59 12.8 2836 1 8©2.11 Control Wrapper, Flags=.p..RM.T.
52 0.184 -58 6.8 1978 1 862.11 Unrecognized (Reserved frame), Flag.
62 ©.213 19:ab:dd:1e:a9:3d .. 12:ec:62:3d:c2:b8.. -58 11.8 3586 1 882.11 Power-Save poll, Flags=..m.RMFT,
65 0.2138 5fidc:f3:92:8e:29.. -59 11.0 3349 1 802,11 Clear-to-send, Flags=op..RM...
66 ©.220 -59 11.0 3563 1 802.11 Fragmented IEEE 8@2.11 frame
73 ©.247 fd:7@:f3:5f:91:6a .. ce:ed:36:73:27:el1.. -59 5.5 2738 1 862.11 Request-to-send, Flags=opm.RMFT,
74 9,250 12:4d:e7:2c:54:d4 27:87:47:22:59:19 -59 5.5 2719 1 LLC I P, N(R)=87, N(S)=123; DSAP @xbe I. v
v Flags: ex19 .
+vs .01 = DS status: Frame from STA to DS via an AP (To DS: 1 From DS: @) (@x1)
.... .8.. = More Fragments: This is the last fragment
|.... 1... = Retry: Frame is being retransmitted |
...1 .... = PWR MGT: STA will go to sleep
..@. .... = More Data: No data buffered
.0.. .... = Protected flag: Data is not protected v
@ 7 Retransmission flag (wlan.fc.retry), 1byte [ Padceis:saqsalnisplayed: 31456 (45.9%)' Load time: 0:4.451|| Profile: LNS WLAN PPI
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(.‘ WIFI Data Transmission

A In non -aggregation mode  each packet is acknowledged individually
A The acknowledge frame follows  immediately after each data frame

M The (single) acknowledge has no source address field

M WLAN Data_01.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 7@ TRERess=E=F L= QQH

[. |App|y a display filter ... <Ctrl-f=

Interface . Channel . . FCS Filter .

Mo. Time TA RA Info
104 ©0.024 D-LinkCo b7:e@:3e Philips 45:7f:2f 80-2461 [SYN, ACK] Seq=1372112069
105 0.000 CiscoInc_11:1f:60 (80:0f:24:11:1f:60) (RA) Acknowledgement, Flags=........ C
106 ©.000 Philips 45:7f:2f D-LinkCo b7:eB:3e 246180 [ACK] Seq=3679136831 Ack=
107 ©.000 Philips 45:7f:2f (00:05:4e:45:7f:2f) (RA) Acknowledgement, Flags=........ C
108 ©.002 Philips_45:7f:2f D-LinkCo_b7:e@:3e GET / HTTP/1.1
109 0.000 Philips 45:7f:2f (00:05:4e:45:7f:2f) (RA) Acknowledgement, Flags=........ C
110 ©.036 D-LinkCo b7:e@:3e Philips 45:7f:2f 80-2461 [ACK] Seq=1372112070 Ack=
111 ©.000 CiscoInc 11:11:60 (00:0f:24:11:1f:60) (RA) Acknowledgement, Flags=........ C
112 ©.001 D-LinkCo b7:e@:3e Philips 45:7f:2f HTTP/1.1 304 Not Modified
113 0.000 CiscoInc 11:1f:60 (00:0f:24:11:1f:60) (RA) Acknowledgement, Flags=........ C
114 ©.121 Philips 45:7f:2f D-LinkCo b7:e®:3e 246180 [ACK] Seq=3679137153 Ack=
115 0.000 Philips 45:7f:2f (00:05:4e:45:71:2f) (RA) Acknowledgement, Flags=........ C
116 ©.131 Philips 45:7f:2f CiscoInc 11:1:60 Null function (No data), SN=33, F
117 0.000 Philips 45:7f:2f (00:05:4e:45:71:2f) (RA) Acknowledgement, Flags=........ C

0.154 Philips 45:7f:2f CiscoInc_11:1f:60 Null function (No data), SN=34, F
il] (/e sQ0 A0 A5 701 LB, Aclkaowledgemendt, Elass=........
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(.‘ WIFI Data Transmission

# 802.11n introduced aggregation mode with a Block Acknowledge (BA)
4 In A-MPDU mode up to 64 frames can be acknowledged with one BA

No. - Delta Time T Rate RSSI  Source Destination Protocol Info
4579 0.000021 54.0 Mbps -47 Buffalo_73:05:af (TA) Cisco_a0:8d:c0 (RA) IEEE 802 802.11 Block Ack, Flags=....

-36 ) 58.0, 180
4.0 Mbps -4/ Butftalo_/3:05%:at (TA) O3

[

= IEEE 802.11 802.11 Block Ack, Flags: ........ C

Type/Subtype: 802.11 Block Ack (0x19)

# Frame Control: 0x0094 (Normal)
Duration: 0
Receiver address: Cisco_a0:8d:c0 (00:17:df:a0:8d:c0)
Transmitter address: Buffalo_73:05:af (00:16:01:73:05:af) _
Block Ack Request Type: Compressed Block (0x02) ;

#® Block Ack (BA) Control: 0x0004

® Block Ack Starting quence Control : 0x56d0
Block Ack Bitmap

® Frame check sequence:

0000 00 00 20 00 69 00 00 00 02 00 14 00 56 fO 08 c6 N V...
0010 01 00 00 00 01 0D 6¢c OO0 50 14 40 01 00 00 d1 a0 ...... 1. P.@.....
0020 94 00 00 0O 01 73 05 af ........ ..... s..
0030 04 00 dO 56 f4 7e a4 d2 e S
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(.‘ Management Frame: Beacon

M Beacon tags contain information about supported and required features

aAma® TRERe=2=2F i< /[EaaqaaH

[i |App\y a display filter ... <Ctrl-/>

M WLAN Beacon 11ac.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

3 -] e
Interface e Channel = e FCS Filter e

2 ©.104375 CiscoInc_1f:4e:2e Broadcast 802.11341 -19-906.0 100 Beacon frame, SN=1803, FN=©, Fla
3 ©.104487 CiscolInc_1f:4e:2eBroadcast 8©2.11341 -19-906.0 100 Beacon frame, SN=1804, FN=©, Fla

<

No. Time Source Destination Protocol Length Signal  Moise  TX Speed Channel Info
1 ©.000000 CiscolInc_1f:4e:2e Broadcast 8©2.11341 -19-906.0 100 Beacon frame, SN=1802, FN=©, Flaa

> Frame 1: 341 bytes on wire (2728 bits), 341 bytes captured (2728 bits) on interface ©
> PPI version @, 32 bytes
> 802.11 radio information
> TEEE 882.11 Beacon frame, Flags: ........ C
~ IEEE 802.11 wireless LAN management frame

> Fixed parameters (12 bytes)

v Tagged parameters (269 bytes)

> Tag: SSID parameter set: LNS-LAB-5.5GHz

| >Tag Supported Rates 6(B), 9, 12, 18, 24, 36, 48, 54, [Mbit/sec] | Standard 802.11arates

>Tag Traffic Indication Map (TIM) DTIM © of © bitmap
> Tag: Country Information: Country Code CH, Environment Any

> Tag: OBSS Load Element 802.1le CCA Version
~Tag: HT Capabilities (802.11n D1.10)| HT (High Throughput) 802.11n supported

» Tag: RSN Information] Robust Security Network contains info about type of authentication & encryption

» Tag: HT Information (862.11n D1.19)

> Tag: Extended Capabilities (8 octets)

> Tag: Cisco CCX1 CKIP + Device Name

> Tag: Vendor Specific: Aironet: Aironet DTPC Powerlevel 0x16

> Tag: VHT Capabilities (IEEE Std 882.11ac/D3.1) .
. Tag: VHT Operation (IEEE Std 802.1lac/D3.1) VHT (Very High Throughput)
. Tag: VHT Tx Power Envelope (IEEE Std 802.1lac/D5.8) Standard 802.11ac supported

> A"/ or ific: Microsof;: WMM/WME: Para r ent

e T P G i
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(.‘ Management Frames: Probe Request & Response

M A client sends Probe Requests to scan the channels for Access Points
M Capturing with multiple AirPcaps shows the scanning process

SharkFest 616 Europe A Arnhéem, 28é6hdr Fanhdsel AcEc



