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Rolf Leutert, El. Ing . HTL 
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Zürich-Airport, Switzerland  

Å Network Analysis & Troubleshooting  

Å Protocol Trainings TCP/IP, WLAN, VoIP, IPv6  

Å Wireshark® Certified Network Analyst 2010  

Å Wireshark® Instructor since 2006  

Å Sniffer® certified Instructor since 1990 

leutert@netsniffing.ch  

www.netsniffing.ch  

   

Introduction  
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Learn why analyzing WiFi 

layer 2 is a demanding task  

Learn that WiFi frames looks 

very different  from Ethernet  

Learn why WiFi frames have 

one to four address fields  

Learn how critical processes 

e.g. Joining, Roaming works 

Learn how to read Wireshark 

files to isolate WiFi problems  
Licensed by iStockphoto.com  

Session Objectives 

Troubleshooting WiFi requires a full understanding of all 802.11 

Management & Control frames and its associated processes!  



 SharkFest ô16 Europe Å Arnhem, Netherlands Å October 17-19, 2016 Å #sf16eu Å É Leutert NetServices   

4 

Å Beacon  

Å Probe Request & Response  

Å Authentication & Deauthentication  

Å Association & Disassociation  

Å Reassociation  Request & Response  

Å Action  

Management Frames: 

Å Request to Send (RTS) 

Å Clear to Send (CTS)  

Å Acknowledge / Block Acknowledge Request / Block Acknowledge  

Å Power Save Poll  

 

Control Frames: 

Å Data  

Å Null Function  

Data Frames: 

802.11Frame Types Overview  

WLAN 802.11 Management, Control and Data Frames 
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5 The IEEE 802.11 Frame Formats 

FC FC Dur. RA TA Request to Send  

FC FC Dur. RA Acknowledge, Clear to Send  

Data Frame through repeater  Seq. FC Dur. SA DA TA RA 

Seq. FC Dur. PDU DA/SA RA TA 

Data Frame, Beacon,  

Probe Request , Probe Response, 

Authentication, Deauthentication , 

Association, Reassociation, 

Disassociation  

Field names: FC = Frame Control, Dur. = Duration, RA = Receiver MAC Address,  

 TA = Transmitter MAC Address; DA = Destination MAC Address,  

 SA = Source MAC Address, Seq. = Sequence, PDU = Protocol Data Unit,  

 FC = Frame Check Sequence 

PDU 

Four different frame formats are used  
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AP Sta2 Sta1 

MAC Sta2  MAC Sta1  

SA DA Type 

PDU 

MAC Sta1  MAC Sta2  

SA DA Type 

PDU 

MAC AP  MAC Sta1  MAC Sta2  Seq. FC Dur. PDU 

RA TA DA 

MAC Sta1  MAC AP  MAC Sta2  Seq. FC Dur. PDU 

RA TA SA 

To Distribution System  

Ethernet Frame  

Sta1 

From Distribution System  

AP Sta2 

Ethernet Frame  

WiFi Data Transmission 

WiFi data  frames have three MAC address field  
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AP Sta2 Sta1 

MAC AP  MAC Sta1  MAC Sta2  Seq. FC Dur. PDU 

Data Frame  

MAC Sta1  FCS FC Dur. 

Acknowledgement  

WiFi Data Transmission & Retransmission 

WiFi data  frames are acknowledged or retransmitted  

AP Sta2 Sta1 

MAC AP  MAC Sta1  MAC Sta2  Seq. FC Dur. PDU 

MAC AP  MAC Sta1  MAC Sta2  Seq. R Dur. PDU 

MAC AP  MAC Sta1  MAC Sta2  Seq. R Dur. PDU 

All retransmitted  frames are marked with the Retry Bit 

Data Frames 

MAC Sta1  FCS FC Dur. 

Acknowledgement  
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8 WiFi Data Transmission & Retransmission 

All retransmitted  frames are marked with the Retry Bit 
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9 WiFi Data Transmission 

In non -aggregation mode each packet is acknowledged individually  

The acknowledge frame follows immediately after each data frame  

The (single) acknowledge has no source address field  
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10 WiFi Data Transmission 

802.11n introduced aggregation mode with a Block Acknowledge (BA)  

In A-MPDU mode up to 64 frames can be acknowledged with one BA  
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Standard 802.11a rates 

HT (High Throughput) 802.11n supported 

Robust Security Network contains info about type of authentication & encryption 

VHT (Very High Throughput)  

Standard 802.11ac supported 

Beacon tags contain information about supported and required features  

Management Frame: Beacon 
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12 Management Frames: Probe Request & Response 

A client sends Probe Requests to scan the channels for Access Points  

Capturing with multiple AirPcaps  shows the scanning process  


