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Rolf Leutert, El. Ing . HTL 

Leutert NetServices  

Zürich-Airport, Switzerland  

Å Network Analysis & Troubleshooting  

Å Protocol Trainings TCP/IP, WLAN, VoIP, IPv6  

Å Wireshark® Certified Network Analyst 2010  

Å Wireshark® Instructor since 2006  

Å Sniffer® certified Instructor since 1990 

leutert@netsniffing.ch  

www.netsniffing.ch  

   

Introduction  
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Learn what you can see on 

WLAN layer 1 and layer 2  

Learn which tools can help 

you finding WLAN problems  

Learn which tool supports 

which layer  

Learn how to use Radiotap  

and PPI header information  

Learn how to customize 

Wireshark to show you 

specific WLAN information  

Licensed by iStockphoto.com  

Session Objectives 

Troubleshooting wireless networks is a demanding task and requires 

detailed understanding of important functions on layer 1 and 2 !  
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  Layer 2 - Data Link Control  

WiFi Standards 802.11 a/b/g/n/ac 

framing, management, access 

control, security, encryption etc.  

Clients: WiFi compatible devices only  

Tools: Wireshark, AirPcap, Scanners  

  Layer 1 - Physical Access  

FH, DSSS, OFDM, coding, modulation, 

bands, channels, frequencies, noise, 

signal strength, interferences etc.  

Clients: WiFi and non -WiFi devices like 

surveillance cameras, remote control, 

microwave, health gadgets etc.  

Tools: Spectrum Analyser (e.g. Wi -Spy) 

Troubleshooting WLANs comprises Layer 1 and Layer 2 
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WLAN (WiFi) devices are working in the 2.4 GHz ISM* and 5 GHz UNII** bands  

But both bands are free for any use, WiFi as well as non -WiFi devices  

Especially the 2.4 GHz band is often crowded  with non -WiFi devices  

The only restriction is max. radiated power according to country regulations  

Non -WiFi clients use any kind of modulation and may interfere with WiFi  

Layer 2 tools like Wireshark can not detect non -WiFi devices  

Spectrum analyzers scan the bands and show shape and strength of all signals  

Wi-Spy® DBx spectrum scanner 

and Chanalizer ® software displays 

and records all layer 1 signals in 

both 2.4 GHz and 5 GHz bands.  

www.metageek.com  

*  ISM  Industrial, Scientific and Medical  
**UNII Unlicensed National Information Infrastructure  

WLAN Layer 1 Analysis 

http://www.metageek.com/
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Non -WiFi Devicesõ Signatures 

Home trainers in a fitness center  Microwave  oven  

Remote control of model airplanes  Wireless guitar  

WLAN Layer 1 Analysis 
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WiFi 802.11ac with four bonded channels  

Live Demo: Wi-Spy & Chanalyzer 
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Live Demonstration  

Wi-Spy & chanalyzer  
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Large logistic enterprise, depending on WLAN for day -to -day operations  

Two container cranes to load/unload trains require WLAN connections  

WLAN Layer 1 Analysis (Case one) 


