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(.‘ Session Objectives 3

M Learn what you can see on
WLAN layer 1 and layer 2

A Learn which tools can help
you finding WLAN problems

A |_earn which tool supports
which layer

M Learn how to use Radiotap
and PPl header information

‘ Learn hOW tO Customize Licensed by iStockphoto.com
Wireshark to show you
specific WLAN information

Troubleshooting wireless networks is a demanding task and requires
detailed understanding of important functions on layer 1 and 2 !
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Troubleshooting WLANs comprises Layer 1 and Layer 2

M Layer 1 - Physical Access

FH, DSSS, OFDM, coding, modulation,
bands, channels, frequencies, noise,
signal strength, interferences etc.

Clients: WiFi and non -WiFi devices like
surveillance cameras, remote control,
microwave, health gadgets etc.

Tools: Spectrum Analyser (e.g. Wi -Spy)

[B02.11 Channel: (Channel Offset: FCSFilter: Al Frames Wireshark B\‘\.‘\rzlzzzkﬂmgzm Decryption Keys...

No.  Time Source Destination Signal  Noise  TX Speed Channel Info M

111 0.000 IntelCor_79:46:04 Bodcast -87 1.0 Mbps 2437 [BG 6] Probe Request, SN=365, FN=0, ‘ Layer 2 = Data. Llnk COntrOI

112 0.002 Cisco_1f:4e:20 IntelCor_7 -27 -87 1.0 Mbps 2437 [BG 6] Probe Response, SN=2149, FN=

113 0.000 Cisco_1f:4 -30 -87 1.0 Mbps 2437 [BG 6] Acknowledgement, Flags=..... - p—

114 0,067 Cisco_1f:4e:20  Broadcast -27 -87 1.0 Mops 2437 [BG 6] Beacon frame, SN=1597, FN<0, WIiFi Standards 802.11 a/b/g/n/ac

115 0.101 IntelcCor_79:46:04 Cisco_1f:4 -27 -87 6.0 Mbps 2437 [BG 6] Authentication, SN=15, FN=0,

116 0.000 IntelCor_7 -27 -87 6.0 Mbps 2437 [BG 6] Acknowledgement, Flags=..... 1

117 0.000 Cisco_1f:4e:20 IntelCor_7 -27 -87 1.0 Mbps 2437 [BG 6] Authentication, SN=1598, FN= framlng, management1 acceSS

118 0.000 Cisco_1f:4 -31 -87 1.0 Mbps 2437 [BG 6] Acknowledgement, Flags=..... . .

1190.002 Cisco_1f:4e:20  Broadcast -26 -87 1.0 Mbps 2437 [8G 6] Beacon frame, SN=1599, FN=0, control Secunty encryp“on etc.

120 0.000 IntelCor_79:46:04 Cisco_1f:4 -27 -87 6.0 Mbps 2437 [BG 6] Association Request, SN=16, ! !

121 0.000 IntelCor_7 -27 -87 6.0 Mbps 2437 [BG 6] Acknowledgement, Flags=..... . . . .

122 0.002 Cisco_1f:4e:20 IntelCor_7 -27 -87 1.0 Mbps 2437 [BG 6] Association Response, SN=160 .

123 0.000 Cisco_1f:4 -45 -87 1.0 Mbps 2437 [BG 6] Acknowledgement, Flags=..... Cllents WIFI Compatlble deVICeS Only
124 0.002 Cisco_1f:4e:20 IntelCor_7 -26 -87 1.0 Mbps 2437 [BG 6] Key (Message 1 of 4)

125 0.001 Cisco_1f:4e:20 IntelCor_7 -26 -87 1.0 Mbps 2437 [BG 6] Key (Message 1 of 4) . - H

126 0.000 Cisco_1f:4 -45 -87 1.0 Mbps 2437 [BG 6] Acknowledgement, Flags=..... TOOlS ereShark, Alrpcap, Scanners
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(.‘ WLAN Layer 1 Analysis

M WLAN (WiFi) devices are working inthe 2.4 GHz ISM*and 5 GHz UNII** bands
M But both bands are free for any use, WiFi as well as non -WiFi devices

M Especially the 2.4 GHz band is often  crowded with non -WiFi devices

M The only restriction is max. radiated power  according to country regulations

M Non -WiFi clients use any kind of modulation and may interfere with WiFi

M Layer 2 tools like Wireshark can not detect non -WiFi devices

M Spectrum analyzers scan the bands and show shape and strength of all signals

Wi-Spy® DBx spectrum scanner
and Chanalizer ® software displays
and records all layer 1 signals in
both 2.4 GHz and 5 GHz bands.

www.metageek.com

* |SM Industrial, Scientific and Medical
**UNII Unlicensed National Information Infrastructure
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http://www.metageek.com/

(.‘ WLAN Layer 1 Analysis

Non-WiFiDevi cesd0 Signatures
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Home trainers in a fithess center

Remote control of model airplanes Wireless guitar
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(.\ Live Demo: Wi-Spy & Chanalyzer 7

= Chanalyzer 4

WIiFi 802.11ac with four bonded channels
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(.‘ Live Demo: Wi-Spy & Chanalyzer

Live Demonstration
Wi-Spy & chanalyzer
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(.‘ WLAN Layer 1 Analysis (Case one)

M Large logistic enterprise, depending on WLAN  for day -to-day operations
M Two container cranes to load/unload trains require WLAN connections
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