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Crash Course: IPv6
& Network Protocols

by looking at packets!

Johannes Weber

Network Security Consultant
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(N #whoami: Johannes Weber #

A Network Security Consultant
@ TUV Rheinland isec GmbH
A (Next-Gen) Firewalls
A VPNLCrypto
A Routing/Switching

A IPv6, DNS, NTP
A https://weberblog.net
A @webernetz
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(.\ Agenda/Motivation ’g

A Many Ainknownfi packets
A 1Pve
A Network Protocols

A Crashcourse -> fast, no deep dive & skipping ;)
A Normally: 2 day workshop for IPv6 only
A Never ending acronyms

A Who is familiar with 1Pv6?
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D Tracefiles

A https:/ tinyurl.com/ipv6 -crash-course

A -> downloadof Aweber 01. zi |
A -> 3x pcaps

A Plzdo me a favour: listen first ;)

A flavoured with 12x challenges

JSTNIINSE,
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https://www.flickr.com/photos/yukop/7350636534/
https://www.flickr.com/photos/yukop/
https://creativecommons.org/licenses/by-sa/2.0/

A

A 1Pv4 space is exhausted
A

IPv6 brings enough addresses;)

A every client is global addressable

A end-to-end communication (no NAT!)
A subnets for everyone

A Only layer 3 changes (almost)
A No broadcast anymore, but multicast
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QD IPv6 Addresses [ )

A 128 bits long, hexadecimal, 8 groups called Aextetsf
A Notation: addresd prefix-length

A Addressabbreviation
A 2001:0db8:0000:0000:cafe:0000:1200:f1b2
A 2001:db8:: cafe:0:1200:f1b2

A Subnets ALWAYS /64
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QD IPv6 Addresses [ )

A Unspecified
A Link-Local, LL fe80 ::
A Multicast ff00::/8 mostly ff02::

A Every (!) node gets one link-local
AND couple of global unicast addresses GUA
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(D IPv6 AddressAssignment #

A Manual, stateful DHCPv6

A SLAACthrough router advertisement, RA
A Router sends RAwith /64 prefix
A Client generates interface-1D, IID
A Client sends duplicate address detection, DAD
through neighbor solicitation, NS
A RecursiveDNSserver through RAor stateless DHCPvV6
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(D IPv6 AddressAssignment #

A 1IDs normally through EUI-64, i.e., MAC address
.. cale:14 ff:ife 7e:339f

A or stable opaque
::263d:a07f.df5:bcfb

A and/or temporary (privacy extension, PE)
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(D IPv6 AddressAssignment #

A Problem: Everything is within ICMPV6

A Suite called Neihbor Discovery Protocol, NDP
A Router Solicit/Advert.: icmpv6.type == 133/134
A Neighbor Solicit./Advert.: icmpv6.type == 135/136

A DHCPV6: dhcpve
A Use Coloring Rulesfor RS/RA NS/NA, DAD
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IPv6 Address Assignment

&»

M \Wireshark - Coloring Rules Default

Name Filter
ICMPv6 DAD icmpvb.type == 135 &8 ipvb.src == :
ICMPv6 NS/NA icmpv6.type == 135 || icmpvé.type == 136

ICMPv6 RS/RA icmpv6.type == 133 || icmpvéb.type == 134
Bad TCP tcp.analysis.flags && ltep.analysis.window_update
HSRP State Change hsrp.state |= 8 && hsrp.state 1= 16

Spanning Tree Topology Change stp.type == 0x80

OSPF State Change ospf.msg =1
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IPv6 Address Assignment  #

M CCNP-SWITCH- final peap

File Edit View Go Capture Analyze Statisics Telephony Wireless Tools Help
dm e RO Qe=2EFLS Eaqan
iempvé [X] - | Expression.
No. Time Time Delta  Source Destination VLAN SrcPort DstPort Protocol
239 21.e47009 ©.086510 2003:51:6012:121::2 2a01:488:42:1000:50ed;8588;8a:c57@ 121 ICMPvE
248 21.055761 ©.000498 2a01:488:42:1000:50ed:8588:8a:¢570 2003:51:6012:121::2 121 ICMPvE
364 26.993958 ©.017394 fe88::214:69ff:fede:1141 2003:51:6012:121::2 121 ICMPVE
365 26.998683 ©.004733 2003:51:6012:121::2 fe80::214:691f: fede:1141 121 ICMPvE
600 52.303124 ©.027765 fe8@::2le:7aff:fe79:3f11 ffez2::1 1@ ICMPVE
607 52.985973 ©.058760 fe88::5:73fF:fead:7f f£02::1 121 ICMPVE
849 81.047578 ©.203531 2003:51:6012:121::2 2301:488:42:1000:50ed:8588:8a:c57@ 121 ICMPvE
855 81.856339 ©.008511 2a0@1:488:42:1000:50ed:8588:8a:c570 2003:51:6012:121::2 121 ICMPV6
937 86.995261 ©.3808315 fe80::214:69ff:fede:1141 2003:51:6012:121::2 121 ICMPvE
938 86.999513 ©.004252 2003:51:6012:121::2 fe80::214:69FF: fee:1141 121 ICMPvE
1145 109.687776 ©.038748 fe88::2le:7aff:fe79:3f11 121 ICMPVE
1179 113.984200 ©.304294 :: :ffe9:bbd7 3e ICMPVE
1187 114.992853 ©.105264 fe80::221:78ff:fee9:bba7 e ICMPVE
1220 118.781864 ©.936130 fe88::221:70FF:feed:bbd7 38 ICMPVE
1267 122.778808 ©.003000 feB0::221:70Ff:feed:bbd7 ££82:1:2 3e ICMPvE
4 1425 141.848399 ©.153152 2003:51:6012:121::2 2a@1:488:42:1000:50ed: 8588:8a:c57@ 121 ICMPVE
1431 141.056900 ©.081504 2a01:488:42:1000;50ed;8588:8a:c57@ 2003:51:6012:121::2 121 ICMPvE
1512 146.996573 @.061511 fe80::214:69FF:fede:1141 2003:51:6012:121::2 121 ICMPvE
1513 147.800321 ©.003748 2003:51:6012:121::2 fe8@::214:69ff: fege:1141 121 ICMPVE
1975 195.984811 ©.111397 fe80::2le:7aff:fe79:3f11 fe80::214:691f;: fede:1141 121 ICMPVE
1976 195.989181 ©.004370 fe80::214:69ff:fede:1141 fe80::21e:7aff:fe79:3f11 121 ICMPVE
1977 195.989437 ©.000256 fe88::214:69FF:fede:1141 2003:51:6012:121::2 121 ICMPV6
1978 195.992932 ©.003495 2003:51:6612:121::2 fe80@::214:69FF: fede:1141 121 ICMPvE
2020 200.929447 ©.025754 fe88::214:69ff:fede:1141 ff@2::1:ffee:cafe 121 ICMPVE
2021 201.849222 ©,119775 2003:51:6012:121::2 2a01:488:42:1000:50ed;:8588:8a:c57@ 121 ICMPvE
2027 201.057715 ©.001624 2a01:488:42:1000:58ed:8588:8a:¢570 2003:51:6012:121::2 121 ICMPvE
2031 201.869218 ©.008248 fe88::214:69ff:fede:1141 fes@::21e:7aff:fe79:3f11 121 ICMPVE
2032 201.072968 ©.003750 fe80::2le:7aff:fe79:3f11 1:214:697F: fede:1141 121 ICMPVE
2072 202.933377 ©.123018 fe80::214:69FF:fede:1141 :cafe 121 ICMPVE
2079 203.125304 ©.208297 fe88::214:69FF:fede:1141 :cafe 121 ICMPVE
2097 204.933320 ©.003119 fe80::214:69Ff:fede:1141 :cafe 121 ICMPvE
2098 205.129356 ©.196036 fes8e::5:73ff:fead:7f 121 ICMPVE
2111 205.965231 ©.023754 fe88::214:69FF:fede:1141 :cafe 121 ICMPVE
2117 206.997891 ©.050376 fe80::214:69FF:fede:1141 1cafe 121 ICMPvE
2136 208.937445 ©.267796 fe88::214:69ff:fede:1141 :cafe 121 ICMPVE
2151 219.029363 ©.059761 fe80::214:69ff:fed%e:1141 icafe 121 ICMPvE
2162 211.121533 ©.068257 fe80::214:69FF:fede:1141 :cafe 121 ICMPVE
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