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Crash Course: IPv6
& Network Protocols

by looking at packets!
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# whoami: Johannes Weber

ÅNetwork Security Consultant
@ TÜV Rheinland i-sec GmbH
Å (Next-Gen) Firewalls

Å VPN/Crypto

Å Routing/Switching

Å IPv6, DNS, NTP

Å https://weberblog.net

Å@webernetz

https://weberblog.net/
https://twitter.com/webernetz
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Agenda/Motivation

ÅManyĂunknownñ packets
Å IPv6

Å Network Protocols

ÅCrash course -> fast, no deep dive & skipping ;)

ÅNormally: 2 day workshop for IPv6 only

ÅNever ending acronyms

ÅWho is familiar with IPv6?
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Tracefiles

Å https:// tinyurl.com/ipv6 -crash-course

Å -> download of Ăweber01.zipñ

Å -> 3x pcaps

ÅPlz do me a favour: listen first ;)

Å flavoured with 12x challenges

https://tinyurl.com/ipv6-crash-course
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https://www.flickr.com/photos/yukop/7350636534/
https://www.flickr.com/photos/yukop/
https://creativecommons.org/licenses/by-sa/2.0/
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IPv6

Å IPv4 space is exhausted

Å IPv6 brings enough addresses;)
Å every client is global addressable

Å end-to-end communication (no NAT!)

Å subnets for everyone

ÅOnly layer 3 changes (almost)

ÅNo broadcast anymore, but multicast
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IPv6 Addresses

Å 128 bits long, hexadecimal, 8 groups calledĂhextetsñ

ÅNotation: address/prefix-length

ÅAddressabbreviation
Å 2001:0db8:0000:0000:cafe:0000:1200:f1b2

Å 2001:db8:: cafe:0:1200:f1b2

ÅSubnets ALWAYS /64
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IPv6 Addresses

ÅUnspecified ::

Å Link-Local, LL fe80 ::

ÅMulticast ff00::/8 , mostly ff02::

ÅEvery (!) node gets one link-local
AND couple of global unicast addresses, GUA
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IPv6 AddressAssignment

ÅManual, stateful DHCPv6

ÅSLAAC through router advertisement, RA
Å Router sends RA with /64 prefix

Å Client generates interface-ID, IID

Å Client sends duplicate address detection, DAD

through neighbor solicitation, NS

Å RecursiveDNS server through RA or stateless DHCPv6
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IPv6 AddressAssignment

Å IIDs normally through EUI-64, i.e., MAC address
:: ca0e:14 ff:fe 7e:339f

Å or stable opaque
::263d:a07f:df5:bcfb

Å and/or temporary (privacy extension, PE)



#sf18eu Å Johannes Weber Å https://weberblog.net Å @webernetz

IPv6 AddressAssignment

ÅProblem: Everything is within ICMPv6

ÅSuite called Neihbor Discovery Protocol, NDP
Å Router Solicit./Advert.: icmpv6.type == 133/134

Å Neighbor Solicit./Advert.: icmpv6.type == 135/136

ÅDHCPv6: dhcpv6

ÅUse Coloring Rules for RS/RA, NS/NA, DAD
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IPv6 AddressAssignment
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IPv6 AddressAssignment


