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(o\ About the session

We stand at deadlock about wireless troubleshooting in
Windows environments after the end of AirPcap series. But
Metageek announced Eye P.A. support capturing
IEEE802.11n and finally IEEE802.11ac in Windows
environment ! This session show you the latest and best
way to capture IEEE802.11ac in Windows environment,
including AirPcap, AcrylicWiFi and Linux, macOS method.

Adding this Megumi tells you wireless troubleshooting case =
study using Wireshark with trace files. Utilize the power of .
new wireless feature of Wireshark, debugging and B
troubleshooting can catch up with the new spec of Wi-Fi [

speed. ‘
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« Wireless packet capturing before IEEES802.11n,
we used AirPcap and radiotap header to analyze and
debug in Windows environment.
 AirPcap is easy to use and integrated into Wireshark.
» Radiotap header is old dissector of IEEE802.11,
dissecting PHY physical information, PLCP signal
Physical Layer Convergence Protocol)

PLCP PLCP header
Preamble (modulation,
(Long/Short) rate, length)

IEEE802.11 IEEE802.2
MAC header LLC header
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Radiotap header

£ channel flags: 0x00c0, orthogonal Frequency-Division Multiplexing (OFDM), 2 GHz spectrum
.0 .... = Turbo: False

cComplementary Code Keying (CCK): False

orthogonal Frequency-Division Multiplexing (OFDM): True

2 GHz spectrum: True

= Radiotap Header v0O, Length 20
Header revision: 0
Header pad: 0
Header length: 20
= Present flags

= TSFT: Absent

o -
I

= Flags: Present .. 5 GHZ spectrum: False
Rate: Present L. 0. = Passive: False

= Channel: Present .00, = Dynamic CCK-OFDM: False

= FHS5: Absent 0.. = Gaussian Frequency shift Keying (GFsK): False

= dBm Antenna Ssignal: Present a0 Ll Ll Ll = GEM §900MH2): False

= dBm Antenna Noise: Present .00 ... ... ... = Static Turbo: False .

= Lock quality: Present .0.. ... ... ..., = Half Rate Channel (10MHz Channel wi d‘gh): False
TX Attenuation: Absent 0... ... .. .... = Quarter Rate channel (5MHz channel width): False

= dB TX Attenuation: Absent SSI signal: -43 dem

= dBm TX Power: Absent S5I Noise: -100 dBm

= Antenna: Present signal quality: 86

= dB Antenna Signal: Present Antenna: 0

= dB Antenna Noise: Absent 55I signal: 57 de

rX flags: absent

= Channel+: Absent - -

= MCs information: Absent leed fleld

. A-MPDU Status: Absent

eeve weee 200 Ll Ll oues o www. = VHT information: Absent

LW 00000 000, Ll cleh cee e e Reserved: 0x00000000 -

o e T I I I I D Rastotep s newes pase Simple and easv to read
O.. ... tiii tiil ciii ieie wev- .... = vendor NS next: False

= Ext: Absent

E Flags: 0x10

cone Short display filter string

Preamble: Long
WEP: False

T e supported by many commercial

oats rave 54,0 Mbys products (old style)

channel fregquency: 2427 [BG 4]

#sf18eu e Imperial Riding School Renaissance Vienna ¢ Oct 29 - Nov 2



(.\ AirPcap in Windows environment ‘3

« Plug in AirPcapNX and start Wireshark, tshark, etc.

* View > Wireless toolbar to select ch, bandW|dth etc

» Set Capture type (radiotap/ppi), etc.
 Start capturing. 8:;'_‘:!“” e

]
= Nnﬁ_m"rr 2lsa 1l ﬂu—w—w—l'[:)ﬁ%g"
Y 317 18,217 [8G 2 0_26:4h:d0  Eroa
318 18.[2422 [BG 3] 0_26:4b:d0  Broa
319 138.| 227 [BG 4] o_26:4b:d0 Eroa
=] o . 32018 2430 [BG 5] a_26:4b:do Broa
111111 7hica:B4:6 Broa
- Easy and best way until .11ln i
i e-ss 32310 MIBGT] o_26:4b:do Broa
- 2 g - 2447 [BG 4] Thica:84:6e  Eroa
325 19.|2452 [BG 9] o_26:4h:d0 Eroa
» AirPca an canalso i lEh ada b
33333 | 2462 183 1] 7hica:84:6 Broa
333333 o_26:4h:d0 appl
EHy ®SEEmpammpmmeNeAATN 4 4 32919 || 2467 [8G 12 o_26:4h:d0 appl
33333 (|72 [ 18] o_26:4b:d0 appl
- s 33:1s .| 2484 [BG 14] _26:4b:do appl
33333 .| 4920 [A 24m] _26:4b:d0 Aappl
Frame 1:|$940 [A 244] wire (2488 bits),
Rad ap| 4960 [A 2481 ngth 26

o 02| 4930 [ 2521 e, Flags: ......
02 40 5 8] M management fra

60 [A 1

20 [a 1

. . g . . A

#sf18eu e Imperial Riding School Renaissance Vienna ¢ Oct 29 - Nc




: : .. : )
(.\ AirPcap live demonstration in Windows10 ,’

A AirPcap Control Panel - ™ Basic Configuration
Capture Type
Setings | Kepe Choms [STUHEBEE] ] linchido S211 FCS n Fraes 802.11 Only (only L2 header)
Interface Extension Channel [ . .
AirPoap USE wirelezs capture adapter nr. 00 ~ Elink Led Capture Type |202.11 + Radio » FOS Fiter | &l Frames > 80211 + Ra‘dlo ( Ra‘dIOta‘p )
. _ _ B02.11 Onl 802.11 + PPI ( Per Packet
Madel AirPcap Tx Transmit: yes Media: 80211 big 80211 + Badio .
Information)
Bandwidth | HT-(Offset-1) 20MHz(Offset0) HT+(Offset+1)
Selected Primary Ch 5+ Ext. Ch 1 Primary Ch 5 Primary Ch 5+ Ext. Ch 9
Channels | Ch1+5(p)(40MHz) Ch5(20MHzZ) Ch 5(p)+9 (40MHz)
802.11 Channel: |2432 [BG 5] | v|Channel Offset: |-1 |V|FCS 1905 19 channel: |2432 [BG 5] | v |Channel Offset: (0 [v| FC 802,11 Channel: (2432 [BG 5] | v |Channel Offset: [+1 [w|F
Ho: 11— S oUCE R Degtination g, ___Time ¢ Source  Destination Mo. Tirne Source Diestinatic
FCS All frame Capture frames Capture frames
settings FCS is valid FCS is invalid
FCS Filter: |All Frames v FCS Filter: Walid Frames  |w FCS Filter: |Inwvalid Frames |+
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1. Browse WikiDevi wikidevi.com

and choose good device with
Linux monitor mode support
insmod to install driver,
Isusb / Ispci to check device
and ifconfig / iwconfig
airmon-ng check Kill
airmon-ng start wlan*

to start monitor mode

Yy

K

Embedded system

Wireless adapter

Semantic search

& Not logged in Talk Contributions Create account
Log in

Main page Discussion

Read View source ;Moig; o Search WikiDev_Q
Files, Images)
upgraded MW to 1.30 - maybe things are slightly
less broken

Main Page
Wel State of the
elcome to Database
WikiDevi ! » 5743 Wireless
adapters
» 208 Ethernet
» WikiDevi is a user- adapters.
editable database for * 4997 Wireless
computer hardwar embedded
based on systems
MediaWikig? and » 518 Wired
Semantic embedded
MediaWikig?. systems
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maCOS Minimize 38M

Assistant 381
Info 382
* Choose MacBook pro ( with monitor mode support ) Logs 3
* 1. Command + Space to open spotlight
2. type Wireless Diagnostics to open AT
Wireless Diagnostics Tool _ ——
3. choose Sniffer in windows menu v
4. choose channel and bandwidth L Saife
to start capturing | ol gt ol
5. You may need to enter admin pass ik Siup” whien you are fiished and a wirsiess ospéire e whi bs
6. press Stop to stop capture B
/. filename.WCAP file is the trace file Channel: 10 g
Width: 20 MHz |

®* You can open WCAP file in Wireshark
and Wireshark itself can capture packets
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(.\We still need windows environments "ﬁ

« Windows10 PCs are still major in Japanese
enterprise network, so we have to use Windows in
wireless debugging and troubleshooting.

« But the time stopped at 2005 of AirPcapNX age,
with IEEE802.11n 40MHz capturing, though Linux
has many monitor mode driver with IEEE802.11ac
with 80MHz ( thank you very much, aircrack-ng !)

« Let’s talking about wireless capturing in Windows

environment. ”
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(N AirPcap discontinued, then ?  #

« My lovely AirPcaps are go away,
then what are the alternatives ?

o - Off course Air magnet, Omnipeek,

and other enterprise solutions in
Windows at expensive price tag.

§ « AcrylicWiFi is a nice product, but
there are some driver issues.

« EyePA is one of the best alternatives

#sf18eu e
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(.\ Eye P.A. (Eye Packet Analyzer) "3

| (&) About Eye P,

: LS metageek

MetaGeek Eye PA. version 2.0.1.2

Licensed To: Megumi Takeshita

CDERIIROEBEEALETO)

v B Microsoft ;3 FI-TRI5 T2+
Eyhware Bridge Protocol

v BB Microsoft %y FD- 2B LE FURG-HE
W E3 Npcap Packet Driver (NPCAP)

M BBQos f{ryk ATa-3

T2 = Tarlogic NDIS Monitor Driver

Eye P.A. was just a wireless
packet visualization software

But packet capture function is
added at version 2 with
compatible monitor mode driver.

In version 2.0.1.2 EyePA uses
Tarlogic NDIS Monitor driver, as
known as Tamosoft TamoGraph
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N\ Compatible Adapters "ﬂ

&»

« Supported adapter:
Linksys WUSB6300 (recommended),
ASUS USB-AC56, ASUS USB-AC68, ALFA
Network AWUS1900, Amped Wireless ACA1
EnGenius EUB1200AC, D-Link DWA-182 rev
C1, D-Link DWA-192, TRENDnet TEW-805UB,
TP-LINK Archer T4U v2, TP-LINK Archer
T4UH v2, Edimax EW-7822UAC, Edimax EW-
/833UAC and AirPcap NX/TX
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DPOME IR EF) ALTH)
o= @ EHR B EXxe

I HovE ETA BEUT-LOvb0-5-

i3 YATLTAD

B £52UF4 Fite7

i VoroLr FIAA

- TAAT F34F

& 74271 FIFR-
v G Fubn-9 FITR-
Cormmiview] Linksys WUSEGH

ASAXEETTS USE 2.0 to Gigabit Ethernet Adapter
@ Bluetooth Device (Personal Area Metwork) #4
@ Bluetooth Device (RFCOMM Protocal TD)

Chipset Realtek RTL8812AU

abgn+ac, 2x2:2
'CommView] Linksys WUSB6300

@ Fort [Commiiew] LinksysWUSBﬁEDﬁﬂ)j’D!f?-‘r

@ Fort

Fintel e psip- @ (AvE EBOBE

= PP
& v [Commiview] Linksys WUSBE200
SRy & g

o WA

7 Wb Tt ADER: Fb-7 P
W

g Wi FET: Tarmosoft

@ W Be: Port_ #3301 Hub_#0001

I WA

[Commview] Linksys WUSER00M F0 /T

=@ F- #a Ay SE0EE

=,

La"j I [CormmView] Linksys WIUSEG300 I

Touad— TamoSaft
Hit: HET 2024
FLESIEWS 1.1.0.45

FU5IBRE: I TamaSaft Ltd
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Linksys WUSB&300

Manuf/OEM/ODM SerComm

FCC approval date: 19 June 2013
(Est.) initial retail price (in USD): $69.99
UPC: 745883598403 (UPC DB, On eRay ()

Country of manuf.: China

Amazon image

ASIN
BOOEDOGBNC (==, On Amazong, On CCC#)
On Newegge?

Interface: USB

USB 3.0
Connector: Male A
Form factor tags: dongle

ID: 13b1:003f@
Windows: USB¥VID_13B1&PID_003F

FCC ID: Q87-WUSB6300c

WI1 chipl: Realtek RTLB812AU

5GHz Power Amplifier IC;Skyworks; SES022T,SiGe, 5022T,
AC242;2;
SPDT Switch w/ LMA;Skyworks; SKYB5601;5KY, 85601,
229CU;2;;16-pin QFN;2.5 mm x 2.5mm;

Probable Linux driver
Realtek's vendor driver (8812au)
available on Ediman's siteg? (from the 7822UAC's prod
P}

md5: fdaB6443df638abdof50a9997090d58e
slightly modified version {additional USB 1Ds added) &

mds: 2e345f43f5fa50ca1137655b5a5bcoab
‘s 8812au repo on GitHub which is
kernelsg
USB ID not yet observed in any mainline kernel / this

also, abperias

patched for nes

list

(see also passys®)

Windows driver
see Realtek's website®

Antenna connector: none

Flags: DFS

OUI: C8:D7:19e7 (7 E, 9 W, 2012)




A A a ' A . . . ALFA Network AWUS1900

FCC approval date: 28 June 2017
UPC: 4718050305209 (UPC DB, On eBay®)

. ' . . Country of manuf.: Taiwan
® cl C

Amazon image

L Sl
ASIN

g{sg[?m;?{%j Eij*vi ';J|D;H)x 0 Ch i pset Rea Ite k RTL88 14AU BO1MZD7Z76 (==, On Amazon®, On CCCE)

v 3518? . Interface: USB
uetoot
abgn+ac, 4x4:3
2)_{;-;_'\ 4 n Connector: Female Micro-B

0 K 1-9- Form factor tags: corded (modular) adapter

7 TCommView] Alfa AWUS19000 = o

By FxalFa 7012 Windows: USB¥VID_OBDA&PID_8813
B VIboF 7003

= T2 57 [Commiview] Alfa AUST 9000 0/ {71
0l FAATbA PHT-

I@‘[CommViaN]AlfaAWUS‘IBDDI <ig F3710- @ 1rvF BE0EHE
" Ethernet Ad

@ Bluetooth Device (Personal Area Metwork) #4
- [a'j [Commifiew] Alfa AWUST300

FCC ID: 2AB878814%

WI1 chipl: Realtek RTL8S14AU

Probable Linux driver
See this driver? @ Edimax
USB ID not yet observed in any mainline kernel / this list

(see also passys®)

Windows driver

plaFie £-5 TamoZoft see Realtek's websiteg
El H 2272124 Antenna connector: RP-SMA
- 1.1.0.45

TarnoSoft Ltd I

Lsusngas: —
ags: 256QAM
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(.\ What is 2x2:2, 4x4:3 mean ? ,’;

Number of Transmitters Number of Receivers
2X2:2

 Linksys WUSB6300
ALFA Network AWUS1900 4x4:3 k

TXR:S
A0 W’ oAl It can send multiple
TX1 e RX1 uitip

ima 7
s ;E@%gi fegen streams at a time -

X3 RX3 Just a moment
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(N AP is just a repeater, isntit ? M

« ...Isee 1l1ac can enlarge bandwidth to 160MHz

- But AP is just a half duplex repeater hub.
Why AP can send multiple signals at a time ?

STBC (Space—time block coding) also as known as
beam forming can send multiple channel signal at
a time. So we can speed up double, triple,
quadoruple in a connection.
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(\ Single user - MIMO

& Input Multiple Output
- In IEEE802.11a/b/g, a STA/AP has one antenna to

transmit traffic and one to receive from others.
So easy to calculate that 1 user 1 stream 20MHz.

 In 11ac, a STA/AP has many antenna to transmit
and many antenna to receive. 11AC can also send
many streams at a time ( spatial stream ) to send
double, triple, and quadoruple to a single user
because of STBC and beam forming technologies.

» So they can enlarge the bandwidth up to 160MHz.
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(,\

11ac capture in Windows

« Many AP supports MU-MIMO, but the capture side,
we need to capture and filter a connetion between
an AP and a STA. Single user MIMO with multiple
Spatial Stream is the first step to capture 11ac traffic.

« We have to capture at good place ( distance /
direction ) such as required RSSI is >= -45dBm

 Off course aircrack-ng ( airmon-ng and others ) and
Linux is a good idea, but we want to capture in
Windows environment !!
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Cisco Aironet 1702i )
A 2

IEEE802.11ac wavel access point

- 3X3:2 access point
MU-MIMO and 2 spatial streams

- 802.11ac beam forming
- 20/40/80 MHz channel

- Max 867Mbps at 5GHz 80MHz
bandwidth

L. A-MPDU/A-MSDU are supported
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T WTLUTare YOty

Channel 35 - 5180 MHz ¥ Ghannel 00 MHz

Set a fixed 80MHz
- = s bandwidth channel to 36
S sa - Enable all MCS and beam

Channel 56 - 5280 MH2

e S ' forming, aggregation opt.

Channel 108 - 5540 MHz [ ] [ [ ]
Channel 112 - 5560 MHz ® u -
Channel 116 - 5580 MHz N "

= . WPA2-PSK passphrase:
wireshark

Channel 128 - 5540 MHz
Channel 132 - 5860 MHz
Channel 136 - 5680 MHz
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Check the spectrum using
InSSIDer Office

sterm-e3d8h7-a &9
! i PHY Type i Vendor
00:01:8E: 3E:E6: 31 (hidden’
| a0 36,/42(ac) n, ac & Wwraz-Persanal | Cisoo S ystems, Inc
& GHz pm——
aterm-e3dsb7-g

faterm-e3dsbi-a Radio Channel )
||| [aferm-e3d8b7-a I ap 36/42(ac) T
| 'T. """"""" 36/42(ac) means they use primarych36 |-
| | And center bandwidth ch is 42 in 80MHz(36,40,44) _
' Mn—m - R
34 38 42 4¢ 52 5S¢ e0 &4 100 104 108 112 116 12':} 124 123 132 136 1-’-1D




At first | test Killer Wireless-AC 1535
in my Dell XPS ( default), the WLAN
card spec:

Qualcomm Atheros QCA6174A
Supports 20/40/80MHz at 5GHz
2x2:2 MU-MIMO,

Transmit Beamforming

High-density modulation (256-QAM)
low-density parity check (LDPC)
maximum ratio combining (MRC)

Rx space time block code (STBC) etc.
But.... It failed. ( in later )

#sf18eu e Imperial Riding School Renaissance Vienna ¢ Oct 29

Rivet Networks Killer Wireless-AC 1535
Availability: now

FCC approval date: 28 May 2015
(Est.) release date: June 2015

Amazon image

ASIN
B01724QS30 (&=, On Amazong, On CCCH)

Interface: NGFF

Connector: M.2
Form factor tags: 2230

ID: 168c:003er (14 addl. devicesg?) SS: 1a56:1535
Windows:
PCI¥VEN_168C&DEV_003E&SUBSYS_15351A56

FCC ID: PPD-QCNFA364AH®
Industry Canada ID: 4104A-QCNFA364A

I WI1 chipl: Qualcomm Atheros QCA6174A I

FroEaBle EInUX al‘IVeI‘

ath10kg
PCI ID first seen in kernel v4.0 (2015-04-12)
(see also passys@)

Windows driver
Win 7/8.1/10%
(Bluetoothz)

Antenna connector: MHF4

Flags: MU-MIMO, bluetooth 4.1

OUI: SC:B6: DO (-, 1 W, 2015)




aYfla A e .'

Then | changed the m.2 PCle
card from Killer 1535 to Intel
Wireless-AC 9260NGW, the
spec: Intel WCS9200 chipset
Supports IEEE8B02.11ac w2
20/40/80/160MHz bandwidth

2x2:2 (common in laptop PC ) MU-MIMO

5Ghz (160Mhz bandwidth) Max Speedl.7Gbps
May be this WLAN card is one of the newest and
most advanced ( result is later.)

Intel Dual Band Wireless-AC 9260 (9260NGW)

FCC approval date: 24 July 2017

Interface: NGFF

Connector: M.2
Form factor tags: 2230

FCC ID: PD99260NGE
Industry Canada ID: 1000M-9260NG

I WI1 chipl: Intel WC59200 I

Probable Linux driver
iwlwifiz, k3.10+ (in backports&)
{see also passys®)

Antenna connector: MHF4

Flags: Wave2, MU-MIMO, VHT160, DFS, Bluetooth
5.0

OUI: none specified
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\

&»

1. Plug in Linksys WUSB6300 or ALFA
AWUS1900 ( may be other Realtek )

2. Start up EyePA and capture at 36CH
without trimming data packet ( need
Administrator right )

3. Connect at SSID:ikeriri-5g
(Passphrase:wireshark)

4. Ping at 1.1.1.1 or somewhere
5. Stop capture and check the pcap file
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(\ Capture Result of 5GHz 80MHz ‘,’

4 11ac channel using EyePA

Capture Hardware / STA | Rivet Networks Intel

(AP: Cisco Aironet 1702i | Killer Wireless-AC 1535 | Wireless-AC 9260NGW
5GHz 80MHz 36CH ) 2x2:2(80MH2z) 2x2:2(160MHz)

LINKSYS Management OK OK

WUSB6300 frames

2x2:2 Data frames NG NG

ALFA Management OK OK

network frames

AWPSl9OO Data frames NG OK (only 802.11-common
4x4:3 field without VHT PHY info)
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Open trace file g

Wireshark, Authors Folders Plugins Keyboard Shortcuts Acknowlzdements Licenze

[Fitter by gath
I I I Z I I Name Lacation Typical Files
] "File” dialogs Cifllsere¥mequmitDecktopn¥ capturefiles

Temp C:¥Users¥megqumi¥AppData¥local¥Temp untitled capture files
Personal configuration C¥Users¥megqumi¥dpplata¥Roaming¥i¥ireshark dfilters, preferences, ethers, ..,
Global configuration  C:¥Program Files¥ireshark dfilters, preferences, manuf, ...
- System Ce¥Program Files¥Wireshark ethers, ipenets
° DOW nload su emental Tile at Cibrgam ittt
Personal Plugins Ci¥Users¥megumi¥ippData ¥R, .ing¥Wireshark¥plugins¥3.6  binary plugins
Global Plugins C:¥Pragramn Files¥Wireshark ¥l ugins¥2.6 binary plugins

Personal Lua Plugins  C:¥Users¥mequmi¥AppData¥Roaming¥Wireshark¥plugins  lua scripts

= = = =
" WWW I k r I r I r kf Global Lua Plugins Ci¥Program Files¥Wireshark¥pluging lua scripts
I l n n n I I n I l Extcap path C:#Pragram Files¥Wireshark ¥extcap Extcap Plugins search path

Maxhind DB path C¥ProgramData¥GenlP Maxhind DB database search path
MaxMind DE path C:¥GenlP MaxMind DB database search path
Maxhind DB path Cu/Program Files/Wireshark/Geal? Mauhind DE database search path
I " I I _OK

* Download 11ac.zip to extract and copy your personal
configuration profile directory of Wireshark
(Customized Wireshark setting, columns, coloring rules,
ieee802.11keys and more ) O &m

T » TF#E » AppData » Roaming » Wireshark D & H ._-l 802171 _keys

O 2u ~ y | | colorfilters
v g D19l TORG " ac | | decode as_entries
s doc [¥10.0.0.10) profies radiota
- | | decode_as_entries P |_-| dfilter_huttu:uns

OpenSerminar

. L language | | preferences
= || maxmind_db_paths
takeshita || preferences |_-| recent
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http://www.ikeriri.ne.jp/sharkfest/

Customizing Wireshark for ‘,J

dissecting 11ac (1)
e We will use PPI header for more PHY information

* Add fields as column, wlan_radio.signal_dbm (Signal),
wlan_radio.data_rate (Rate), wlan_radio.channel (Ch) and
wlan fc.type_subtype (type/subtype)

Mo, Char Sienal (dBm)  Rate (Mbps) Types/Subtype  Source Destination Protocal Length  Info
6 5 1@4@@@ 36 -43dBm 6 Association R.. Intzt_’-llii-:)r‘_a?r al:be Cisco 70:18:d@ 802.11 278 Assoc
7 5.120000 36 -39dBm 6 Association R.. Cisco 70:18:d@ IntelCor a7:al:b6 862.11 239 Assoc

* Add SSID and WPA2PSK passphrase into decryption key
settings of 802.11 protocol in Wireshark preference

M WEP and wRa Decryption Keys

kukuku
HHHHHH

Key type Key
wpa-pwd wireshark:ikeriri-ac
wpa-pwd wireshark:ikeriri-3g

[] As= S
WVali um if possible
HPFEEDS ® Mo
HEME O Yes - without IV
HSRP O Yes - with IV
pAli b
HTTPZ WPA Key MIC Leneth override
14PP Enable decryption V.
S e Oct - No
O U ::xz Decryption keys | Edit+* Cl n Ce I e n n a V




Customizing Wireshark for )
A ; 2

dissecting 11ac (2)

* Create your own coloring rules, filter button, display filter and

Capture filter and SO On. M Wireshark - Coloring Rules 11ac
° In this ti_me SH;TJ?I—?HPFD% :\'illzi':fc.type_suhtypne::‘l
Association Response (Green) HeaRE
EAPOL key exchange (Blue)
CSMA/CA retra nsmit (YeIIOW) ppi&211-comman, dbrr.antsignal <=7

Deauthentication / Disassociation (Red)
Weak Signal under -70dBm (Pink) note: we need -45dBm

* Let's apply 11ac profile to see trace file
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Looks nice with 11ac profile

M 0mhzpcapng

File Edit “iew Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
AE 7 ® RE Re>=F 35 =EQAQaH
l |Rpply a display filter - <Ctrl-/>
Interface Channel FCS Filter AirPcap Contral Pane
Ma. Time Char Signal (dBm)  Rats {Mbps) Type/Subtype Source Destination Pratocal Length  Info
10.000000 36 -4adBm 6 Beacon frame Cisco 70:18:d@ Broadcast 802.11 306 Beacon frame, SN=981, FMN=8®, Flags=........ > BI=182, SSID=ikeriri-5g
2 2.896000 36 -44dBm & Probe Request IntelCor a7:al:bt Broadcast 202.11 118 Probe Request, SH=1309, FN=@, Flags=........ , SSID=Wildcard (Broadcast)
3 2.896000 36 -39dBm & Probe Response Cisco 70:18:d@ IntelCor_a7:al:be 202.11 3@@ Probe Response, SH=106, FN=@, Flags=....R..., BI=182, S5ID=ikeriri-5g
4 5.104000 36 -44dBm 6 Authentication IntelCor a7:al:be Cisco 70:18:de 202.11 62 Authentication, SN=222, FN=0®, Flags=........
55.104000 36 -39dBm 6 Authentication Cisco 70:18:d0@ IntelCor_a7:al:b6 8062.11 62 Authentication, SN=1@3@, FN=@, Flags=........
6 5.104@0@ 36 -43dBm 6 Association R.. IntelCor a7:al:bte Cisco 70:18:de 802.11 278 Association Request, SN=223, FN=0, Flags=........ > SS5ID=ikeriri-5g
7 5.12000@ 36 -39dBm 6 Association R.. Cisco 70:18:d@ IntelCor a7:al:b6 802.11 239 Association Response, SH=1831, FN=0, Flags=........
. 120008 -39dBm 6 QoS Data Cisco 70:18: IntelCor_a7:al:b6 EAPOL 187 Key (Message 1 of 4)
. 120008 -46dBm 6 (oS Data IntelCor a7: Cisco 70:18: EAPOL 189 Key (Message 2 of 4)
. 136000 -38dBm 6 Qo5 Data Cisco IntelCor a7:al: EAPOL 221 Key (Message 3 of 4)
. 5.136000 -44dBm 6 Qo5 Data IntelCor a7: Cisco 70:18: EAPOL 165 Key (Message 4 of 4)
.. 5.216008 36 -39dBm 54 Data IntelCor a7:al:b6 Broadcast ARP 126 Who has 192.168.100.254¢ Tell 192.168.108.142
.. 5.2160080 36 -41dBm 780 QoS Data Modacom 94:ea:bc IntelCor a7:al:b6 ARP 128 192.168.100.254 is at 80:1d:93:94:ea:bc
]: .. 5.868000 36 -46dBm 97.5 QoS Data 192.168.10@.142 1.1.1.1 IcMp 142 Echo (ping) request id=@x00@l, seq=327/18177, tt1=128 (reply in 15)
.. 6.091000 36 -48dBm 867 QoS Data 1.1.1.1 192.168.100.142  ICMP 142 Echo (ping) reply id-exe0el, seq=327/18177, ttl=53 (request in 14)

Frame 15: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits}) on interface @

PPTI version @, 32 bytes

802.11 radio information
IEEE 892.11 QoS Data, Flags:
Logical-Link Control
Internet Protocol Version 4, Src: 1.1.1.1, Dst: 192.168.100.142
Internet Control Message Protocol

PaeaaFo
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N\ Visualize packet with Flow Graph "’d

* You can also create Flow Graph from Statistics to
visualize the sequence of 11ac from link up, wpa2 4
way handshake, and icmp (ping) request/response

ireshark « Flow « B0mhz.pcapn -
M wireshark - Flow - 80mhz.peapng m] X
Cisco_70:18:d0 IntelCor_a?:a b 192.168.100.142
Time Broadoast Modacam O%eabe KRR} Comment

nnoonoo et i, LSRR, 0 (1S 802,11 Beosan frame, Siz3a1, AN=0, Aar
2396000 ] e, VR, (N [ S B02.11: Prabe Request, SH=1303, FN=0, A
2806000 Prabe Respanse, SN=105, FN=0, Fags-. .., B 102, SSD=ikerini-5g 202.11: Prabe Respanse, SH=105, FNZ0, A
5104000 F02.11: Authentisation, S4=222, FN=0, Ala
5104000 F02.11: Authentioaian, SH=1030, FN=0, -
5104000 802.11: Assaciatian Request, SN=223,
5120000 802.11: Assaciatian Respanze, SH=1031, Fror
120000 EAPDL: Hey (Hesonge 1 af 4]
6120000 EAPDL: Hey (Message 2 af 4]
6136000 EAPDL: Hey {Message 3 af 4)
5136000 EAPDL: Key {Message 4 af 4)
5216000 ARP: Wha hes 162.155.100.2547 Tell 192
5216000 i e (T A o) ARP: 192.155,100.254 s @t 00:1 49304 eabs
5868000 i Eha {pnal request 0001, %=323/18 TOMP: Echa ning request id=0w0001, seq
6091000 3 Esha (ping reply  icS020001, 5223274181 JOMP: Echa (pingl veply  14-0w0001, saa
4 wodais) 15 leaimis)

[ Limit to display filter Flow type: | All Flows - Addresses: | Any -

Reset

Save fs AT




Check speed of #15 packet ‘,’

Frame 15: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interfacd
v PPI version @, 32 bytes
Yersion: @
Flags: @xee
Header length: 32

e Look inside of

v 802 .11-Common

et Tt o Comn packet detail pane
TSFT: 1898275720897148

of #15 frame, and

C : 5180 [A 36] 1
e check Rate is
........... 1 .... = Turbo: True

..0. .... = Complementary Code Keying (CCK): False 867M bpS,maXImum

veee awe. 1., .... = Orthogonal Frequency-Division Multiplexing (OFDM): True
........ 0... .... = 2 GHz spectrum: False t f 8OMH
....... 1.... .... =5 GHz spectrum: True ra e O Z
. @, ... .... = Passive: False =
@.. ... .... = Dynamic CCK-OFDM: False ba ndW|dth (2

B T «+.. = Gaussian Frequency Shift Keying (GFSK): False
FHSS hopset: @x00 t I t m
FHSS pattern: @x@@ Spa Ia S rea S
dBm antenna signal: -4@
dBm antenna noise: -92
v 802.11 radio information

PHY type: 202.11a (5) .
Turbo type: Dynamic turbo (2) ienna e Oct 29 - Nov 2




Check MCS index of 11ac

802.11ac - VHT MCS, SNR and RSSI
IR S S —

e e R R =]
We need to check MCS e

o -2 &5 1 -73
1 QPSK 1fl 13 144 5 -79 7 30 E -76 585 &5 11 -73 117 130 14 -70
- 2 QPsK ¥4 195 217 9 77 405 45 12 74 878 95 15 71 1755 195 18 68
3 16-0AM 12 25 289 1 74 54 60 14 - 17 130 17 -48 234 260 20 45
4 16-QAM 3/4 39 433 15 -70 81 20 18 -67 1755 195 21 -64 351 390 24 =61
5 640AM 23 52 578 18 66 108 120 21 63 234 260 24 40 468 520 2 5
6 640AM 34 585 65 20 65 1215 135 23 62 2633 2925 26 59 5265 585 29 56
. 7 640AM 56 65 722 25 64 135 150 28 61 2925 325 31 58 585 650 34 55
8 2560AM 34 78 867 29 59 162 180 32 56 351 390 35 53 702 780 38 50
a e O SpeCI y 9 2560AM 56 31 57 180 200 34 54 390 4333 37 51 780 8667 40 48
0 BPSK #2 13 144 2 82 2 W 5 79 585 6 8 76 117 130 1 73
n 1 QPSK 12 28 289 5 79 54 &0 8 76 17 130 1n -73 234 250 14 -70
2 QPSK 3/4 39 433 9 =77 81 90 12 -74 1755 195 15 -1 351 390 18 58
3 160AM 12 52 58 11 74 108 120 14 71 234 260 17 48 468 520 20 45
’ ’ 4 16-0AM 34 78 B&.7 15 =70 162 180 18 -67 351 3%0 2 -64 702 780 24 =51
- - 5 640AM 23 104 1156 | 18 | 66 | 216 | 240 21 | 63 468 520 24 60 936 1040 27 &7
6 6&40AM 34 17 1303 20 65 243 20 23 62 5265 585 26 59 1053 170 29 56
coding, bandwidth, Data E==S=SSsSss=s====ssss
, , 8 2560AM ¥4 156 1733 29 59 324 360 32 .56 702 780 35 53 1404 1560 38 50
9  2560AM  5/6 3 57 360 400 34 54 780 8667 37 51 1560 17333 40 48
u
0 BPSK 12 195 217 2 82 405 45 5 79 878 5 8 76 1755 195 11 73
rate with short/lon Do onmImIE e mmo o B
2 QPSK 34 58.5 &5 9 =77 1215 135 12 74 2633 2925 15 -1 5265 585 18 58
3 16QAM 122 78 B&7 11 74 162 180 14 1 31 390 17 48 702 780 20 45
= = = 40 16QAM ¥4 [ 117 [ 130 [ 15 | 70 | 243 | 270 || 18 || 67 5265 585 21 64 (1053 (1170 @ 24 | -61
51 640AM 23 156 1733 18 66 324 360 21 63 702 780 24 40 1404 1560 27 57
6 64QAM 34 1755 195 20 65 3645 405 23 62 26 59 15795 1755 29 56
’ 7 640AM 56 195 2167 25 64 405 450 28 61 8775 /5 31 58 1755 1950 34 55
8 2560AM 34 234 260 29 59 486 540 32 56 1053 1170 35 53 2106 2340 38 50
9 2560AM 5/ 260 2889 31 57 540 600 34 54 1170 1300 37 51 0 48

SNR and required RSSI

(https://www.wlanpros.com/mcs-index-charts/)
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2 special streams , 80MHz 86/Mbps

802.11ac - VHT MCS, SNR and RSSI
| 2omee )  doMH: 1 BOMHz
VHT

ez e P B oo oo %E e L] e | ™
| 800ns | 400ns_ SR

0 172 13 14.4 2 30 58.5 65 -76
1 QFSI'E 1/2 26 28.9 5 -?? 54- &0 E ?6 117 130 1‘I -13
2 QPSK 3/4 39 433 9 =77 81 90 12 -4 1755 195 15 =71
3 16-QAM 172 52 57.8 " -74 108 120 14 -71 234 260 17 -58
4 16-QAM 3/4 78 86.7 15 -70 162 180 18 -67 351 390 21 -64
5 64-0AM 2/3 104 11546 18 -66 216 240 21 -63 468 520 24 -50
6 64-0AM 3/4 117 1303 20 -65 243 270 23 62 5265 585 26 -59
7 64-0AM 5/6 130 1444 25 -64 270 300 28 -61 585 450 3 -58
8 256-0AM 3/4 156 1733 29 -59 324 360 32 =56 702 780 35 =53
?  256QAM 5/6 31 -1

-5?3504(#}34-54?3?

MCS 9, Short GI 400ns, Min SNR 37db, RSSI -51dBm

#sf18eu e Imperial Riding School Renaissance Vienna e Oct 29 - Nov 2



(\ We can capture data
L 4

of SOMHz

- This time we can capture 80MHz MCS9 2SS
data frame ( only 802.11-common without
VHT PHY info ) in Windows environment

- Because capture hardware AWUS1900 4x4:3
and capture driver just write out 802.11-
common fields in PPI header ( I hope to add

more PHY info )
- Anyway we can caputure 86/Mbps frames |
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M omhzpcapng
File  Edit  View

information

Go  Capture  Analyze Statistics  Telephony  Wireless  Tools  Help

a4 m ® REQRe=2=2F S =EQAQaE
[ |F\pp|y & display filter = <Gtrl-/>
Ma. Time Char Sienal (dBm}  Rate (Mbps) Tvpe/Subtype Source Diectination
1 @.000000 36 -40dBm 6 Beacon frame Cisco 70:18:d0 Broadca
2 2.896000 36 -44dBm 6 Probe Request IntelCor_a7:al:b6 Broadca
<
Frame 1: 306 bytes on wire (2448 bits), 306 bytes captured (2448 bits) on

PPI version @, 32 bytes
802 .11 radio information

IEEE 802

.11 Beacon frame, Flags: ........
v IEEE 8@2.

11 wireless LAN

Fixed parameters (12 bytes)

v Tagged
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:

parameters (238 bytes)
SSID parameter set: ikeriri-S5g
Supported Rates 6(B), 9(B), 12(B), 18(B), 24(B), 36(B), 48(B), 54
Traffic Indication Map (TIM): DTIM @ of @ bitmap
HT Capabilities (802.11n D1.10)
RSN Information
HT Information (8062.11n D1.1@)
Extended Capabilities (& octets)
Cisco CCX1 CKIP + Device Name
YHT Capabilities
YHT Operation
YHT Tx Power Envelope
VYendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Vendor Specific: Cisco Systems, Inc.: Aironet Unknown (1) (1)
Yendor Specific: Cisco Systems, Inc.: Alronet CCX wversion = 5
Vendor Specific: Cisco Systems, Inc.: Aironet Unknown (11} (11)
Yendor Specific: Cisco Systems, Inc.: Aironet Client MFP Enabled
Vendor Specific: Cisco Systems, Inc.: Aironet Unknown (24)

[

High Throughput ‘,’

in beacon frame

Select #1 packet to extract
IEEE802.11 wireless LAN
header > Tagged parameters
> VHT Capabilities header

Check the each field of VHT
Capabilities
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.\ VHT Capabilities shows AP spec"z

Extract VHT Capabilities > VHT Capabilities Info

v VHT Capabilities Info: @x©f8259h2
«. .10 = Maximum MPDU Length: 11 454 {(@x2)
. 00.. = Supported Channel Width Set: Heither 160MHz nor S04+80 supported (0x0)

Short GI for SBMHz/TVHT MODE 4C: Supported
Short GI tor 16@MHz and 86+8@MHz: Not supported

«v.- 1. ... = Tx STBC: Supported
.801 .... .... = Rx STBC: 1 Spatial Stream Supported (@x1)
« 1ov. uu. .... = SU Beamformer Capable: Supported
.1 .... .. .. ... = SU Beamformee Capable: Supported
Beamformee STS Capability: 3 (0x2

ves @il oiil ivs eo. v = MU Beamformer Capable: Mot supported
i@ L. siil oove -o. w... = MU Beamformee Capable: Mot supported
B L. sl oaue ... .... = TXOP PS: Not supported
cees 2@l. Loi. Loih ciis weve we. = +HTC-VHT Capable: Not supported
wW1l L1os sias sies seee wwes wwe. = Max A-MPDU Length Exponent: 1 @48 575 (0x7)
L11.. ... .. s.i. .. cee. .... = WHT Link Adaptation: Both {(can provide unsolicited feedback and respon
B e e iiis weis wees ow.. = Rx Antenna Pattern Consistency: Mot supported
e i it diis dies seee wess wsa. = Tx Antenna Pattern Consistency: Hot supported
PO.. ... tiit ciie sies waer wass «... = Extended NSS BW Support: @x@




.............. Rx 1

............ Rx 2 : 1hifi

.......... 11 . = Rx 3 $5: Not Supported (0x3) EXtraCt VHT Capabllltles

........ 11.. .... = Rx 4 S5S: Hot Supported (@x3)

...... 11 .... .... = Rx 5 $5: HNot Supported (©x3) > RX/TX MCS Map

SR I = Rx 6 §5: Hot Supported (0x3) Th|S AP Can use 1 or 2
s = Rx 7 S$5: Not Supported (0x3) . .
It veen venn ens = Rx & $5: Not Supported (@x3) Spatlal streams Wlth
v Tx MCS Map: oxfffa . .

e MCS 0-9 in sending and
2 . = [

.......... 11 .... = Tx 3 85: Not Supported (@x3) receIVIng frame-

........ 11.. .... = Tx 4 55: Hot Supported (@x3)

...... 11 vvun +ww. = Tx 5 55: HNot Supported (0x3)

e = Tx 6 SS: Not Supported (@x3)

s = Tx 7 S5: Not Supported (0x3)

1 I = Tx & $S: Not Supported (©0x3)
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« 11ac MCS number is simple to
understand, in any bandwidth and
streams, the MCS number indicates
the same Modulation and Coding.

« 256QAM Modulation and 5/6 coding
are used in MCS9 in AC (just 1
symbol sends 256 value = 278
8bits and send 5bits then add 1
error correction bit )

Nov 2




STA's Probe Request anc

AP’s Probe Response
Select #2/3 frames and extract IEEE802.11 wireless LAN

<

Frame 2: 11@ bytes on wire {880 bits), 110
PPI version @, 32 bytes
802 .11 radio information

IEEE 882.11 Probe Request, Flags: ........
IEEE 802.11 wireless LAN
v Tagged parameters {54 bytes)
Tag: SSID parameter set: Wildcard SSID
Tag: Supported Rates 6, 9, 12, 18, 24,

H [)

ag Mumber: VH apabilities e
Tag length: 12
YHT Capabilities Info: @x839179f6
VHT Supporigs—

> Taggec
> VHT ca

parameters
nabilities

Intel card

send 11ac spec

information

This STA

can use 160MHz

bandwidth as well as 80+80

cannot.

g School Renaissance

(optional) bandwidth, but AP

Vienna ¢ Oct 29 - Nov 2



(\ STA's Association Request anc

AP’s Association Response

Select #6/7 frames and extract IEEE802.11 wireless LAN
e —sm=—) > |agged parameters
R o > VHT capabilities

Rx STBC: 1 Spatial Stream Supported (@x1) STA Says 16OMHZ Or

SU Beamformer Capable: Supported

SU Beamformee Capable: Supported

Beamformee STS Capability: 3 (@x2) 80+80M HZ but AP Choose
Humber of Sounding Dimensions: 2 (@x1) .

MU Beamformer Capable: Not supported

MU Beamformee Cagable: Hot suggor‘ted 8OM HZ ba ndWIdth to
TXOP PS: Not supported =

+HTC-VHT Capable: Not supported aSSOCIate.

Max A-MPDU Length Exponent: 1 @48 575 (@x7)

VHT Link Adaptation: Mo Feedback (@x@)

Rx Antenna Pattern Consistency: Mot supported

Tx Antenna Pattern Consistency: Not supported

Extended HSS BW Support: ox@
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(N 160MHz MCS8/9 2SS in Wave 2 #

 11ac has option specifications a.k.a. wave 2
160MHz or 80+80 MHz bandwidth, MCS 8 or,9

256QAM, and 4 spatial streams
» In actual 80+80MHz is compli

( sometimes called as VHT160) § neTeEAj
and many laptop supports 2 spatial streams

- Finally the throughput is reached at 1.7Gbps
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802.11ac - VHT MCS, SNR and RSSI

m
R e ] = [ ] = e
[ 400ns | SNR 800ns 800ns | 400ns
0 1/2 13 14.4 2 -82 27 30 5 79 58.5 &5 B 76 117 130 1 73
1 1/2 26 289 5 79 54 &0 8 oy /.3 117 130 1 73 234 2560 14 =70
2 QPSK 3/4 39 433 9 =77 B1 o0 12 =74 175.5 195 15 - 351 390 18 458
3 16-0AM 1/2 52 57.8 11 /. 108 120 14 71 234 260 17 58 448 520 20 55
4 16-0AM 374 78 B846.7 15 =70 162 180 18 57 51 390 21 =5 J02 780 24 =51
5 S54-0AM 213 104 11546 18 56 216 240 by | 453 448 520 24 &0 936 1040 27 57
& &4-0AM 374 17 130.3 20 55 243 270 23 52 526.5 585 26 =59 1053 1170 29 =546
7 54-0AM 576 130 144.4 25 =54 270 300 28 51 585 &50 n -58 1170 1300 34 -55
8 256-0AM /4 1546 173.3 29 59 324 3480 32 -5& 702 780 35 =53 38 =50
9 2546-0AM 5/6 n =57 340 400 34 -54 780 B&LT 37 =51 40 48

MCS 9, Short GI, Min SNR 40db, required RSSI -48dBm
The laptop logical speed can be reached at 1.7Gbps
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Metgear R7800 -100MNAS {v2)
Availability: now

Manuf/OEM/ODM Delta Networks

FCC approval date: 04 November 2015
(Est.) release date: 04 January 2016
Country of manuf.: China
Series: AC2600

Amazon image

ASIN
BO192911RA (==, On Amazong, On COCE)
on Neweqgg

Type: wireless router

FCCID: PY315100319%
PCB ID: 2976495801

Power: 12 VDC, 3.5 A
Connector type: barrel

CPU1: Qualcomm [PQE0&S (1.7 GHZ, 2 cores)
FLAL: 128 MiB (Micron MT29F1GOSABBEAHS :E)
RAM1: 512 MiB (Nanya NT5CC128M16IP-DI x 2)

Expansion IFs: USB 3.0, eSATA
USB ports: 2
SATA ports: 1
Serial: yes

WI1 chipl: Qualcomm Atheros QCAS984

WI1 802dot11 protocols: an+ac
WI1 MIMO config: 4x4:4
WI1 antenna connector: U.FL
WI2 chipl: Qualcomm Atheros QUAS984
WI2 802dotl1 protocols: bgn
WI2 MIMO config: 4xd:4
WI2 antenna connector: U.FL

ETH chipl: Qualcomm IFQE0ES
Swritch: Qualcomm Atheros QUAS337
LAN speed: 10/100/1000
LAN ports: 4
WAN speed: 10/100/1000
WAN ports: 1

Additional chips
2.4GHz Power Amplifier Module; Skyworks; SE2623L; ;4;
5GHz Power Amplifier Module; RFMD; RFPAS542; 4,

Stock bootloader: U-Boot

Stock FW 05: Linux

Third party firmware supported: {Kong-
AC)E o (List), LEDE Projectd e (List)
Flags: Wawe2, M IMO, ¥YHT160, DFS

Default IP address: http: /A routerlogin.netg
the IP http:/ /www.routerlogin.net & is used by 3 additional
devicesg
of which 3 are Netgear devicesg#

Default login user: admin
Default login password: password
admin: password credentials used by 381 additional devices#
of which 274 are Netgear devicesg#

ighthawk X4S

802dot1l OUI: none specified

Netgear R7300

11ac
|n|alglbl
Sew
1733w= 8
2461 F

B0

I tried Netgear R7800
Nighthawk X4S, supports
abgn+ac, wave2, MU-MIMO,
VHT160, DFS.

5GHz chipset is Qualcomm
Atheros QCA9984 (4x4:4)

There are open source
firmware but it is prohibited
in Japan (radio law...)



(.\ Netgear R7800 Nighthawk X4S )

and Intel Wireless-AC 9260NGW ~

« In November 2018, there are a few combination of
AP and STA to get 1.7Gbps

« Also we cannot always get
maximum logical speed

because of RSSI, SNR,
other radio signal, etc.

 80+80Mhz bandwidth
settings may not work
(if supported )
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NETGEAR genie

Nighthawk(R) X45 R7800

ome »

nnnnnnn
Guest Netwerk

EEEEEEE
Downloader (BETA) " Security Options

MNone
VPN Client > ®WPAZ-PEK [AES]

| ¥ Enable Implicit BEAMFORMING
s | ¥ Enable MU-MIMO
¥! Enable HT160

a

SSID: ikeriri-ac

WPA2-PSK
passphrase:wireshark

Set channel (100) and mode as
up to 1733Mbps

Enable HT160 (important)
Enable Implicit BEAMFORMING
Enable MU-MIMO
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Check the spectrum using
InSSIDer Office

things  Wi-Fi  Recording  Help

Physical = Logical =~ Channels  F|LTERS:

0 SSIDw ikeriri

SSID X ikeriri-ac Analysis: O=0
| £ ikerii-wimax &= e Channel PHY Type Seeufins Vendor MinMax Signal Link...
I tgear24g | cc:an:po:as:7s:nz 100/106(ac) n, ac & wraz-personal Metgear 6 3.3 -35 100
| ikeriri-wimaxz2 Signal Strength

R

15:51 :‘30 15:52 30
2.4 GHz
3 agu, = : 30
4 100/106(ac) there are many capabilities, =0
So 106 is not shown correctly in this tme
-90 e - ceem pay . ev— : 0 T -90
s 2 3 4 5 6 7 6 b5 0111213 14 Sass4rdc sesecoes o 108 1i6 124 19 1i0

Connected Devices: & Wi-Spy DBx3 € Killer Wireless-n/afac 1535 Wireless Networle Adapter
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(N

Nighthawk(R) X488 R7800

- ADVANCED
ADVANCED Home

Setup Wizard

» Setup

» ReadySHARE
» Security

, NETGEAR
Downloader {(BETA)

» Administration

» Advanced Setup

Help & Support

MCS 9, Short GI, Min SNR 40db, required RSSI -48dBm

entation | Cnling

Linked up at 1.7Gbps

NETGEAR genie

+ Router Information

Hardware Version R7800

Firmware Version Y1.0.2.52

GUI Language Version W1.0.0.330
Operation Mode Router

LAN Port

MAC Address CC:40:00:49:79:E0
IP Address 19216811

DHCP Server On

+ Wireless Settings (2.4GHz)

Name (S5ID) ikeriri-netgear?4g
Region Japan

Channel Auto (4(p) + 8ig])
Mode Up to 800 Mhbps
Wireless AP On

Broadcast Name On

Wi-Fi Protected Setup Configured

+ Internet Port

MAC Address
IP Address
Connection DHCP

CCa0D0:48:73E]
182168100103
IP Subnet Mask 26526529510
Domain Name Server 8888

Show Statistics Connection Status

+ Wireless Settings (5.0GHz)
Hame {S5ID) ikeriri-ac

1000+ 04+108+11 2
+116+120+124+128

Upto 1733 Mhps

Broadcast Name on

Wi-Fi Protected Setup Configured

ol wi-Fi 6Ok 58

it
i
1P B EE {UE-F3k
IPv B Ry FAEARL

L IKEFIFI-ac

il

LITImtkE:
- SHAE. | 2{FLADTIATW
BhEERIR
iEE - =2E
il
Jica 0002 54,454
& t0tTpy | & mshioT 3D BRI
=T}
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(.\ netsh wlan sh all

R JvvF forrh

- T S oR —
Open command prompt to
type “netSh Wlan Sh a”" VAFAIZ N AVE—T A ABHYFET:

Al  Wi-Fi 6
You may find receive rate . 4  Gebdbo-abid-4610-a350- I
and send rate is 1733.3Mbps  #™ """ EeerdlE”
( some info is written in Japanese ) ?‘E};[;I;é%bméﬁ zg%gfgﬁgﬁ%

OK, let’s start capturing ! Wait, EEE— K Fnvr
VHT160 is not supported by TEaE 0 :

\ALFA Realtek RTL8814AU... y EEEX oI - ikeriri-ac
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.\ Open 160Mhz.pcapng in Wireshark ";

- - - '
M 160 hzpcapng - O X
File Edit Miew Go Capture Analyze Statistics  Telephony  Wireless Tools  Help
aAm @ RB Qes=fF s Eaqaan
] |F\pp\y a dizplay filter == <Citrl-/> - | ~| Expression--
No Time Signal (dBm)  Rate (Mbps) Type/Subtype Source Destination Protocal Length  Info
1 6.000006 -28dBm & Beacon trame Netgear 49:79:e2 Broadcast 802.11 368 Beacon frame, SH=2588, FN=@, Flags=........ , BI=188, 55ID=ikeriri-ac
2 4.64900@ -37dBm 6 Probe Request IntelCor_a/:al:b6 Broadcast 802.11 118 Probe Request, SH=163, FN=@, Flags=........ » SSID=Wildcard (Broadcast)
34.649900 -27dBm & Probe Response MNetgear 49:79:e2 IntelCor_a7:al:be 202.11 469 Probe Response, SH=47, FN=@, Flags=........ > BI=10®, SSID=ikeriri-ac
4 8.805000 -37dBm 6 Authentication IntelCor_a7:al:b6 MNetgear 49:79:e2 802.11 62 Authentication, SH=16, FN=0, Flags=........
5 8.805000 -29dBm 6 Authentication MNetgear_49:79:e2 IntelCor_a7:al:b6 802.11 62 Authentication, SN=49, FN=@, Flags=........
6 2.205000 -37dBm 6 Association R.. IntelCor_a7:al:b&é MNetgear 49:79:e2 802.11 232 Association Request, 5N=17, FN=@, Flags=........ > SSID=ikeriri-ac
8 &8.825000 B 05 D elge 4] = elCo AP e = ge ot 4
8.825000 B 05 D elCo elge 4] = AP 83 e = ge ot 4
B 5. 856000 2dB 05 D elge 4] = elCo AP e = ge ot 4
2.856000 2dB 05 D elCo eltge 4] e AP e = ge 4 ot 4
12 8.906008 -72dBm 54 Qo5 Data 9.0.9.9 255.255,255,255 DHCP 426 DHCP Request - Transaction ID @x3daael3d

Frame 1: 368 bytes on wire (2944 bits), 368 bytes captured (2944 bits) on interface @

PPI version @, 32 bytes
802.11 radio information
TEEE 802.11 Beacon frame, Flags:
TIEEE 802.11 wireless LAN

0e00
0a10
0020

00 00 20 00 69 00 00 00 02 00 14 00 8c 00 00 0O (RS R
of 96 Be 00 @0 @0 ©c B 7c 15 5@ 01 90 @9 e4 ad
20 00 0@ @@ ff ff ff ff {f ff cc 40 d@ 49 79 e2

@7

160Mhz pcapne

Packets: 12+ Displayed: 12 (100.0%)

Frofile: 11ac




(.\ Open 160Mhz.pcap  EEr—

Region Japan

100(p)+104+108+112
Channel +116+120+124+128

* We can capture beacon, probe

. . Mode Upto 1733 Mbps
request / response, authentication, Wireless AP
association request / response, Wpa2- s comouss

psk 4way handshake, and few data
frames that sent in a low rate because
capture hardware and capture driver
do not support 160Mhz bandwidth...

* But we can capture all connection process,
all 4way handshake, deauth, disassoc, and
other management frames for analysis.

* We can debug and troubleshoot !
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Select #1 beacon frame and )
A 2

extract VHT capabilities

Maximum MPDU Length: 11 454 {(9x2)

Rzpfggz?dgﬁggzr;iidwidth Set: 160MHz supported (@x1) Select #1 fra me and eXtraCt
hort GI for S@MHz/TVHT MODE AC: Supported IEEE802. 1 1 ereless LAN >

hort GI for 166MHz and 8&+86MHz: Supported

o upported Tagged parameters > VHT

Rx STBC: 1 Spatial Stream Supported (@x1)

SU Beamformer Capable: Supported Capabi ities > VHT

SU Beamformee Capable: Supported

Beamformee STS Capability: 4 (0x3) Capabl |t|es Info and CheCk

Number of Sounding Dimensions: 4 {(0x3)

MU Beamformer Capable: Supported eaCh field .

MU Beamformee Capable: Not supported

TXOP PS: Not supported .

+HTC-Y¥HT Capable: HNot supported You Can flnd bOth AP and
Max A-MPDU Length Exponent: 1 @48 575 (0x7)

VHT Link Adaptation: No Feedback {©x@) STA Support 160Mhz

Fx Antenna Pattern Consistency: Supported

Tx Antenna Pattern Consistency: Supported

Extended NSS BW Support: ox@ ) Dl Renaissance Vienna ¢ Oct 29 - Nov 2




Select #2/3 probe request /

probe response frame

Frame 2: 110 bytes on wire (880 bits), 110 bytes captured (880 bii > Frame 3: 469 bytes on wire (3752 bits), 469 bytes captured (3752 bits) on in
PPI version @, 32 bytes PPL version @, 32 bytes

802.11 radio information
IEEE 802.11 Probe Response, Flags: ........
~ TEEE 8@2.11 wireless LAN
Fixed parameters (12 bytes)

892.11 radio information
TEEE £02.11 Probe Request, Flags: ........
v TIEEE 802.11 wireless LAN

v Tagged parameters (54 bytes) v Tagged parameters (401 bytes)
Tag: SSID parameter set: Wildcard $SID Tag: SSID parameter set: ikeriri-ac
Tag: Supported Rates 6, 9, 12, 18, 24, 36, 48, 54, [Mbit/sec] Tag: Supported Rates &(B), 9, 12(B), 18, 24(B), 36, 42, 54, [Mbit/sec]
Tag: HT Capabilities (802.11n D1.10) Tag: DS Parameter set: Current Channel: 180

Tag: Country Information: Country Code JP, Environment Any
Tag: Power Constraint: 3

Tag: RM Enabled Capabilities {5 octets)

Tag: HT Capabilities (£802.11n D1.1@)

Tag Mumber: VHT Capabilities (191)
Tag length: 12

YHT Capabilities Info: @x©3917916 Tag: HT Information (802.11n D1.10)
¥HT Supported MCS Set Tag: Extended Capabilities (8 octets)
Rx MCS Map: oxfffa mltles

Tx MCS Map: @xfffa Tag: VHT Operation

Tag: VYHT Tx Power Envelope
Tag: Vendor Specific: Microsoft Corp.: WMM/MWME: Parameter Element
allmg = - Tag: Vendor Specific: Atheros Communications, Inc.: Advanced Capability
CheCk VHT Ca a bl | Itl es I n Tag: Vendor Specific: Atheros Communications, Inc.: Unknown
p Tag: RSN Information
Tag: Vendor Specific: Microsoft Corp.: WPS

probe request / response Tag: vendor spectfic: wicroso
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Select #6/7 association request )
e 5

/ association response frame

Frame 6: 232 bytes on wire (1856 bits), 232 bytes captured (1856 bits) on :

PPI version @, 32 bytes
882.11 radio information
TEEE 802.11 Association Request, Flags: ........
v TEEE 802.11 wireless LAN
Fixed parameters (4 bytes)
v Tagged parameters (172 bytes)
Tag: SS5ID parameter set: ikeriri-ac
Tag: Supported Rates 6(B), 9, 12(B), 12, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: @, Max: 12
Tag: Supported Channels
Tag: HT Capabilities (802.11n D1.10)
Tag: RSN Information
Tag: RM Enabled Capabilities (5 octets)
Tag: Extended Capabilities (10 octets)
Tag: YHT Capabilities
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Information Element

Frame 7:

229 bytes on wire (1832 bits), 229 bytes captured (1832 bits) on

PPI version ©, 32 bytes
802 .11 radio information
IEEE 8@2.11 Association Response, Flags: ........
v IEEE 802.11 wireless LAN
Fixed parameters {6 bytes)
v Tagged parameters (167 bytes)

Tag:
Tag:
Tag:
Tag:
Tag:

supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
RM Enabled Capabilities (5 octets)

HT Capabilities {882.11n D1.1@)

HT Information (262.11n D1.1@)

Extended Capabilities (8 octets)
| E YHT CaEaEl_ltles

Tag:
Tag:
Tag:
Tag:
Tag:
Tag:

YHT Operation

VYendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Extended Capabilities (4 octets)

Vendor Specific: Microsoft Corp.: WPS

Vendor Specific: Atheros Communications, Inc.: Unknown

Check VHT Capabilities in association request /

association response
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We can partly debug and )
A R eoMhs bandwidth B

troubleshoot 160Mhz bandwidt

Unfortunately this time we can capture 80MHz data
frame at 867Mbps, cannot capture 160MHz bandwidth.
Other 160MHz bandwidth WLAN card such as Atheros
may be used in windows environment in the future.

But we can still caputure and troubleshoot 160MHz
bandwidth to look other compatible frames, such as
management, control and 4way handshake frames.

Wireshark opens the door to dissect 11ac !

#sf18eu e Imperial Riding School Renaissance Vienna ¢ Oct 29 - Nov 2



@ USE WIRESHARK %

ThankeVouNiGY:

’) © r'f) ') /)5

Supplemental file
http://www.ikeriri.ne jp/sharkfest
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